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TRAVEL VS. TERRORISM: FEDERAL WORK- 
FORCE ISSUES IN MANAGING AIRPORT SE- 
CURITY 


TUESDAY, APRIL 4, 2006 

House of Representatives, 

Subcommittee on Federal Workforce and Agency 

Organization, 

Committee on Government Reform, 

Washington, DC. 

The subcommittee met, pursuant to notice, at 2:02 p.m., in room 
2247, Rayburn House Office Building, Hon. Jon C. Porter, (chair- 
man of the subcommittee) presiding. 

Present: Representatives Porter, Schmidt, Davis of Illinois and 
Van Hollen. 

Staff present: Ronald Martinson, staff director; Patrick Jennings, 
0PM detailee/senior counsel; Alex Cooper, legislative assistant; 
Tania Shand, minority professional staff member; and Teresa 
Coufal, minority assistant clerk. 

Mr. Porter. I would like to bring the meeting to order, a quorum 
being present. Thank you all for being here this afternoon. I know 
that we have just filled the room, so that is good. If we need some 
more chairs, we will be happy to bring some in a little bit later. 
Again, I do appreciate those that have come across the country and 
for those that are here today. 

Although for the most part, airport security is moving in the 
right direction, it is an area that deserves close congressional scru- 
tiny from all relevant congressional committees to ensure that our 
airports continue to be safe and secure. The American public de- 
serves nothing less. Federal employees play an integral role in air- 
port security in a variety of ways. The hearing today will examine 
that role and address ways to improve upon staffing and human 
capital programs within DHS. In addition, I am also interested in 
learning more today about the foreign management of some of our 
airports. 

Recently, the Dubai ports deal was reported by the press, and 
people were understandably concerned that the deal would have al- 
lowed a foreign company to operate some of the country’s largest 
seaports. Not many people know, however, that operations at some 
our largest international airports are also operated by foreign 
firms. For example, Indianapolis International Airport is managed 
by the British Airlines, a subsidiary of British Airports Authority, 
BAA USA, to be specific. BAA also manages the concessions in the 
passenger terminal at Pittsburgh International Airport. Terminal 4 

( 1 ) 
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at JFK International Airport is operated by a consortium led by a 
subsidiary of a company based in the Netherlands. The terminals 
at Orlando Sanford International Airport are operated by a Span- 
ish company. 

I believe that the issue of who manages and who works at our 
airports deserves our attention and certainly out scrutiny. We need 
to know who checks the backgrounds of these companies and their 
employees. We need to know how these companies and their em- 
ployees are cleared to operate at our airports across the country. 

I has been almost 5 years since the attacks on September 11, 
2001. After the attacks, we made many positive steps forward in 
Government organization and airport security procedures. In 2001, 
Congress established the Transportation Security Administration. 
In January 2003, 22 Homeland Security agencies were brought to- 
gether when the Department of Homeland Security came into exist- 
ence. In terms of security operations, the baggage screening process 
at airports has been placed under Federal control. The number of 
air marshals has been increased, and TSA Federal Security Direc- 
tors have been assigned to the Nation’s more than 440 commercial 
airports to lead and coordinate the TSA security activities. 

Unfortunately, we still have a long way to go in terms of airport 
security. A quick scan of news reports from 2006 alone provides 
some examples that illustrate problems within DHS’s control. 

On February 27, 2006, a Will Rogers World Airport in Oklahoma 
City, authorities found threatening graffiti in the cargo hold of an 
airliner. An airport spokeswoman noted that the markings were 
found in a place that should only have been accessible by author- 
ized personnel. 

On March 6, 2006, at John F. Kennedy International Airport in 
New York, an elderly man drove his car through two guard gates 
onto the tarmac in the early hours of the morning. The driver en- 
tered an area managed by a private contractor. Eventually he 
crossed at least one active runway, where an Air France jet was 
about to land. About 23 minutes after the incident started, the Port 
Authority Police intercepted the man. 

That same day at Midway International Airport in Chicago, a 
man ran through a gate into a secure area while the gate was 
opened for a vehicle. As a result, runway 4 was closed briefly. Out 
of the three perimeter gates at Midway, the man apparently got 
through the only one without a security camera. In response to this 
event, airport authorities said they would retrain 222 aviation se- 
curity officers and redesign the perimeter gates. 

On March 11, 2006, news reports indicated that Federal officials 
removed the head of security at Newark Liberty International Air- 
port following 4 years of security breaches and staffing problems. 

On March 31, 2006, two baggage screeners at the Honolulu 
International Airport pleaded guilty to stealing thousands of dol- 
lars in yen from the luggage of Japanese tourists. According to 
prosecutors, the two screeners admitted to being among a group of 
security screeners who stole money from the baggage of outbound 
international travelers and divided the cash. 

Despite these reports, I believe that Federal and private security 
employees at airports are doing the best they can under some dif- 
ficult circumstances. However, we need to examine this situation 
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from a work force standpoint to ensure that we are doing all we 
can to help the people protecting our airports. 

The subcommittee will examine the hiring, background screen- 
ing, training and deployment of Federal and private sector employ- 
ees working at airports. Airport security is the responsibility of the 
Department of Homeland Security. Two components of DHS have 
key missions at airports — the Transportation Security Administra- 
tion and Customs and Border Protection. DHS deploys and trains 
an airport security work force that includes TSA Federal Security 
Directors, Transportation Security Officers, known as “screeners,” 
and CBP inspectors. In addition to security operations, DHS sets 
the rules for airport and air carrier security. Specifically, DHS sets 
standards for airport perimeter security, access controls and airport 
and air carrier security activities, and due to recent legislation, the 
TSA is working to implement an identification system for worker 
access at seaports and at airports. 

The Office of Personnel Management also plays a major role in 
airport security. OPM’s Federal Investigative Services Division con- 
ducts background checks of Federal employee and contractors 
working at our airports. 0PM is responsible for ensuring Federal 
and contract airport employees are investigated thoroughly before 
they are hired. 0PM accomplishes this by checking job applicants 
against fingerprint records, national criminal data bases at the 
FBI, and other sources, to ensure that the applicants have no dis- 
qualifying factors in their background. 

Airport security is of critical importance to the Nation. According 
to the Air Transport Association of America, in 2004 the total im- 
pact of commercial aviation on the U.S. economy was approxi- 
mately $1.2 trillion in growth output, $380 million in personal 
earnings, and 11.4 million jobs. Approximately 8.8 percent of U.S. 
employment is directly or indirectly attributable to the commercial 
aviation sector. In my district, where McCarran Airport is located, 
which I think is one of the best in country, if not in the world — 
I will put in a plug for Las Vegas — we have 44.3 million air travel- 
ers that are passing through McCarran each year. Most of these 
travelers are tourists. Tourism is by far the most important part 
of the Las Vegas economy. Las Vegas and the rest of the country 
can’t afford another disruption of air travel like we experienced 
after September 11th. We need to find a balance between security 
and the need to move air travelers efficiently through our airports. 
Our country depends upon air transportation, and air transpor- 
tation in turn on the airport security personnel. Proper manage- 
ment and security at airports is a matter of national security. 
Thats I why the issues we will examine today are vital issues to 
be addressed by this subcommittee. 

As I mentioned, being from the communities of Nevada and Las 
Vegas, I remember quite well, personally, September 11th, because 
I had at that time a view of the landing pattern of McCarran Inter- 
national, and I remember that day when there wasn’t a bird in the 
sky or a plane in the sky. And it is one of those moments I think 
in time, as we look back, whether it be the Kennedy assassination 
or whatever, I think we each have these moments of time that we 
remember like a photograph. I remember that day when the planes 
were not flying and cars were not driving. From that moment on. 
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I knew we had to change the way we do business in this country, 
and I applaud those folks that have been working very hard to en- 
sure traveler safety, but I still think we have a long way to go. 

So today, I have invited witnesses from the GAO, TSA, 0PM and 
McCarran International Airport to discuss airport work force 
issues. As I said, I hope this discussion will reveal areas that need 
attention, help clarify some roles of all the employees involved in 
airport security, and I look forward to a discussion with all the wit- 
nesses that are here this afternoon. 

[The prepared statement of Hon. Jon C. Porter follows:] 
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Opening Statement of Chairman Jon Porter 

Hearing of the House Government Reform 
Subcommittee on Fetieral Workforce and Agency Organization 

"Travel vs. Terrorism: Federal Workforce Issues in Managing 
Airport Security ” 

April 4, 2006 

Thank you so much for attending the hearing this afternoon. 

Although for the most part airport security is moving in the right direction, this is an area 
that de8ervo,s close congressional scrutiny from all relevant congressional committees to ensure 
that our airports continue to be safe and secure. The American public deserves nothing less. 
.Federal employees play an integral role in airport security in a variety of ways. The hearing 
today will examine that role and address ways to improve upon staffing and human capital 
programs within DUS. In addition, 1 am also interested in learning more today about the foreign 
management of some of our airports. 

Recently, the Dubai ports deal was reported by the press. People were understandably 
concerned that the deal would have allowed a foreign company to operate some oflhe country’s 
largest seaports. Not many people know, however, that operations at some of our largest 
international airports are also operated by foreign firms. For example, Indianapolis International 
Airport is managed by B.AA USA, a subsidiary of British Airports Authority PLC, BAA also 
manages the conces.sions in the passenger terminal at Pittsburgh International .Airport. Terminal 
4 at JFK International Airport is operated by a consortium led by a subsidiary of company based 
in the Netherlands. The terminals at Orlando Sanford Intemational Airport are operated by the 
Spanish company Albertis, I believe that the issue of who manages and works at our airports 
deserves our attention. We need to know who checks the backgrounds of these companies and 
their employees, and we need to know how these companies and their employees are cleared to 
operate at our airports. 


1 
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It has been almost five years since the attacks on September 11''' 2001. After the attacks, 
we have made many positive steps forward in government organization and airport security 
procedures. In 2001 , Congress established the Transportation Security Administration. In 
January 2003, 22 homeland security agencies were brought together when the Department of 
Homeland Security came into existence. In terms of security operations, the baggage screening 
process at airports has been placed under Federal control, the number of Air Marshals has been 
increased, and TSA Federal Security Directors have been assigned to the nation’s more than 440 
commercial airports to lead and coordinate TSA security activities. 

Unfortunately, vve still have a long W’ay to go in terms of airport security. A quick scan 
of the news reports from 2006 alone provides some examples that illustrate problems within 
DHS’s control. 

• On February 27, 2006, at Will Rogers World Airport in Oklahoma City, authorities found 
threatening graffiti in the cargo hold of an airliner. An airport spokeswoman noted that 
the markings were found in a place that should only have been accessible by authorized 
personnel. 

• On March 4, 2006, at McCarran International .Airport in Las Vegas, Paula Abdul, the 
American Idol judge, caused a security breach when, apparently, an airport worker 
assisted Ms. Abdul and a companion to bypass airport security and board a flight. 

• On March 6, 2006, at John F. Kennedy International Airport in New York, an elderly 
man drove his car through two guard gates onto the tarmac, in the early hours of the 
morning. The driver entered an area managed by a private contractor. Eventually, he 
crossed at least one active runway, where an Air France jet was about to land. About 23 
minutes after the incident started, Port Authority Police intercepted the man. 

• That same day, at Midway International Airport in Chicago, a man ran through a gate 
into a secure area while the gate was opened for a vehicle. As a result, amway 4 was 
closed briefly. Out of the three perimeter gates at Midway, the man apparently got 
through the only one w'ithout a security camera. In response to this event, airport 
authorities said that they would retrain 222 aviation security officers and redesign the 
perimeter gates. 

• On March 1 1, 2006, news reports indicated that Federal officials removed the head of 
security at Newark Liberty International Airport following four years of security breaches 
and staffing problems. 

• On March 3 1 , 2006, two baggage screeners at the Honolulu International Airport pleaded 
guilty to stealing thousands of dollars in yen from the luggage of Japanese tourists. 
According to prosecutors, the two screeners admitted to being among a group of security 


2 



7 


screeners who siolc money from the baggage of outbound international travelers and 

divided the cash. 

Despite these reports, 1 believe that Federal and private security employees at airports arc 
doing the best they can under difficult circumstances. How'ever, we need to examine this 
situation from a workforce standpoint to ensure that we arc doing alt we can to help the people 
protecting our airports. 

The Subcommittee will examine the hiring, background screening, training, and 
deployment of Federal and private sector employees working at airports. Airport security is the 
responsibility of the Department of Homeland Security. Two components of DHS have key 
missions at airports -- the Transportation Security Administration and Customs and Border 
Protection. DHS deploys and trains an airport security workforce that includes TSA Federal 
Security Directors, Transportation Security Officers, known as “screeners”, and CBP inspectors. 
In addition to security operations, DMS sets the lules for airport and air carrier security. 
Specifically, DHS sets standards for airport perimeter security, access controls, and airport and 
air carrier security activities. Due to recent legislation, the Transportation Security 
Administration is working to implement an identification system for worker access at seaports 
and airports. 

The Office of Personnel Management also plays a major role in airport security. OPM’s 
Federal Investigative Services Division conducts background checks of Federal employees and 
contractors working at airports. 0PM is responsible for ensuring Federal and contract airport 
employees are investigated thoroughly before they are hired, OPM accomplishes this by 
checking job applicants against fingerprint records, national criminal databases at the FBI, and 
other sources to ensure that the applicants have no disqualifying factors in their background. 

Airport security is of critical importance to the Nation. According to the Air Transport 
Association of America, in 2004 the total impact of commercial avialion on the U.S. economy 
was approximately SI. 2 trillion in gross output, S380 million in personal earnings, and 1 1 .4 
million jobs. Approximately 8.8% of U.S. employment is directly or indirectly attributable to the 
commercial aviation sector. In my district, 44.3 million air travelers pass through McCarran 
International Airport each year. Most of these travelers arc tourists. Tourism is by far the most 
important part of the Las Vegas economy. Las Vegas and the rest of the country can’t afford 
another disruption of air travel like wc experienced after 9,/l 1. We need to find a balance 
between security and the need to move air travelers efficiently through airports. Our country 
depends upon air transportation, and air transportation depends, in turn, on the airport security 
personnel. Proper management and security at airports is a matter of national security. That’s 
why the issues wc will examine today are vital issues to be addressed by this Subcommittee. 

Today, I have invited witness from GAO, TSA, OPM, and McCarran International 
Airport to discuss airport workforce issues, i hope that the discussion will reveal the areas that 
need attention and clarify the roles of all of the employees involved in airport security. 

1 look forward to the discussion with all of the witnesses this afternoon. 


##### 
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Mr. Porter. I would like to now again say welcome to all of you 
who are here today, and introduce our ranking minority member, 
Mr. Danny Davis, for any opening comments. 

Mr. Davis of Illinois. Thank you very much, Mr. Chairman. 

When this subcommittee was considering the legislation that cre- 
ated the Transportation Security Administration [TSA], the Avia- 
tion and Transportation Security Act [ATSA], there was much de- 
bate about whether airport screeners at the new agency would be 
Federal employees or private contractors. It was a very vigorous 
debate, and a compromise of sorts was reached. Within 1 year of 
being created, TSA was mandated to hire Federal employees to 
take over airport screening services at all but five U.S. commercial 
airports. Those five airports were permitted to hire private screen- 
ing companies as part of a pilot program. All other airports were 
allowed by the ATSA, after November 19, 2004, the choice of main- 
taining Federal screeners or opting out and using private contrac- 
tors. 

Both Federal and private airport screeners have been providing 
their services long enough for us to know how the two groups per- 
formed. Reports by the Government Accountability Office [GAO], 
and TSA’s Office of Inspector General have shown little difference 
between Federal screeners and private screeners. They both per- 
form in an equally poor manner. 

The question that needs to be answered here is why. Do we have 
enough Federal screeners? What are the staffing levels? Why is 
there a hiring cap of 45,000 screeners? Are Federal screeners ade- 
quately trained? Do airports have high-speed Internet access so 
that screeners can take advantage of online training? Is TSA tak- 
ing advantage of aviation security technologies for checkpoint 
screenings? All of these questions must be answered and addressed 
before any judgment can be made about the effectiveness of Fed- 
eral screeners. Today’s witnesses, of course, are in a position to 
help us address and understand these issues, and I look forward 
to their testimony. 

And thank you, Mr. Chairman, for calling this hearing, and I 
yield back the balance of my time. 

[The prepared statement of Hon. Danny K. Davis follows:] 
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COMMITI EE ON GOVERNMENT REFORM 


Hearing: “Travel vs. Terrori,sni: Federal Workforce 
Issues in Managing Airport Security” 


April 4, 2006 
2:00 p.m. 

Room 2203, Rayburn House Office Building 
Openins Statement of Coneressman Eliiali E. Cumminss 


Mr. Chairman: 


I thank you for calling today’s hearing to give us the opportunity to 
take a comprehensive look at the systems cuiTentiy in place for 
ensuring security at our nation’s airports and on our nation’s 
commercial airplanes. 

As a member not only of the Committee on Government Reform 
but also the Committee on Transportation and Infrastructure, 1 
have long argued that we have had such a single-minded focus on 
aviation security that we have shortchanged security on other 
transportation modes, such as public transportation and maritime 
transportation. 


The C’ongressional Research Serv ice (CRS) reports that our nation 
has expended nearly $20 billion in federal funding to improve 
aviation security since 9/11. Our annual budget for the 



explosive niaieriais. I consider this response to be insufficient - 
and I would like to know why training on explosives detection has 
obviously been so inadequate to date. 

A report issued by the GAO in May 2005 specifically calls into 
question ISA’s ability to adequately train its workforce. Entitled 
Aviation Security; Screener Training and Rerformance 
Measurement Strengthened, but More Work Remains, the report 
found that ISA's screeners were not completing continuing 
education requirements in a timely fashion - often because of 
something as simple as a lack of high-speed internet access. 

Ihe GAO further found that TS.A - and 1 quote - “has no formal 
policies for monitoring the completion of required training.” 

Given these findings, 1 would like to know how ISA will ensure 
that it can now provide adequate training to its employees on the 
detection of explosives. 

Other significant problems appear to exist at ISA. A GAO report 
issued in September 2005 entitled Transportation Security 
Administration: More Clarity on Authority of Federal Security 
Directors is Needed suggests that ISA still needs to clarify the role 
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and authority of the Federal Security Directors (FSD), which are 
the head TSA officers assigned to each aiiport. 

As there are many security agencies working within our airports, it 
is essential that the roles and responsibilities of each agency be 
clear and complementary - and that effective chains of command 
be in place to guide responses to all incidents. 

Finally, while it is clear that work is .still needed to make sure that 
TSA is as effective and efficient as it can be in screening 
passengers and providing security at airports, 1 also note that other 
areas of aviation security are still not receiving the attention that 
they need. 

Thus far, TSA’s efforts to improve aviation security have focused 
predominantly on screening passengers and their baggage. As a 
result, we do not yet have in place a comprehensive system for 
screening all air cargo, including approximately 6 billion pounds of 
cargo transported on passenger planes. In my opinion, this is a 
gaping hole in our security system that requires urgent attention. 

I look forward to hearing from today’s witnesses about the steps 
that need to be taken to ensure that the $20 billion investment we 
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have made in air security is making our air travel system as safe 
and secure as the American people expect it to be. 

Thank you and 1 yield back. 
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Mr. Porter. Thank you, Mr. Davis. Again, we appreciate you 
being here today. 

I would like to do some procedural matters. I would like to ask 
unanimous consent that all Members have 5 legislative days to 
submit written statements and questions for the hearing record, 
and the answers to written questions provided by the witnesses 
also be included in the record. 

Without objection, so ordered. 

I ask unanimous consent that all exhibits, documents, and other 
materials referred to by Members and their witnesses may be in- 
cluded in the hearing record, that all Members will be permitted 
to revise and extend their remarks. 

Without objection, so ordered. 

It is also the practice of this committee to administer the oath 
to all witnesses, so if you all would stand for a moment, please, and 
raise your right hands. 

[Witnesses sworn.] 

Mr. Porter. Let the record reflect that the witnesses have an- 
swered in the affirmative. Please be seated. 

As with most congressional hearings, we will have Members that 
will be coming and going throughout the afternoon, but know that 
everything that is said today will be included in the record and be 
used for our decision process later on. So, again, we appreciate you 
being here. 

I would like to begin by combining the panels, which we have 
done, and let you know that each will have approximately 5 min- 
utes and then we will be asking questions. Some of the questions 
will be asked in writing, so you will have some time to submit the 
answers. 

First I would like to welcome today our Director of Homeland Se- 
curity at the Government Accountability Office. That is Ms. Cath- 
leen Derrick, and we appreciate you being here. So, please, open 
your testimony. 

STATEMENTS OF CATHLEEN BERRICK, DIRECTOR, HOMELAND 
SECURITY AND JUSTICE ISSUES, U.S. GOVERNMENT AC- 
COUNTABILITY OFFICE; ROBERT JAMISON, DEPUTY SEC- 
RETARY FOR SECURITY OPERATIONS, TRANSPORTATION SE- 
CURITY ADMINISTRATION; KATHY DILLAMAN, DEPUTY AS- 
SOCIATE DIRECTOR FOR THE CENTER FOR FEDERAL INVES- 
TIGATIVE SERVICES, OFFICE OF PERSONNEL MANAGEMENT; 
AND DAWN E. LUCINI, AIRPORT SECURITY ADMINISTRATOR, 
MCCARRAN INTERNATIONAL AIRPORT, LAS VEGAS, NV, ON 
BEHALF OF THE CLARK COUNTY DEPARTMENT OF AVIA- 
TION, OWNER AND OPERATOR OF MCCARRAN INTER- 
NATIONAL AIRPORT 

STATEMENT OF CATHLEEN BERRICK 

Ms. Derrick. Thank you, Mr. Chairman, and Mr. Davis, for in- 
viting me to discuss the progress TSA has made and the challenges 
it faces in managing a Federal work force to support aviation secu- 
rity. My testimony today focuses on the management, deployment 
and training of a Federalized security work force with operational 
responsibility for passenger and checked baggage screening, any ac- 
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tions TSA has taken, and the challenges it faces to provide regu- 
latory oversight of other airport security activities. 

Regarding TSA’s efforts to manage, deploy and train a Federal 
security work force, TSA has made significant progress in these 
areas but continues to face staffing and training challenges. 

Regarding security leadership, the TSA Federal Security Director 
is the ranlang Federal authority responsible for security at com- 
mercial airports. We found that despite initial difficulties. Federal 
Security Directors have since formed effective partnerships with 
key airport stakeholders, and have improved coordination efforts to 
address airport security needs. However, we found that TSA had 
not clearly delineated the Security Director’s authority related to 
other airport stakeholders, which sometimes resulted in confusion 
when a security incident arose. 

Federal Security Directors are also responsible for overseeing air- 
port, passenger and checked baggage screening operations per- 
formed by about 40,000 Transportation Security Officers [TSOs]. 
We found that TSA has taken a number of steps to improve the 
training and performance of the TSO work force, although areas for 
improvement exist. 

For example, TSA has significantly increased the amount of 
training available to TSOs and have made changes to training pro- 
grams based on identified vulnerabilities. However, insufficient 
staffing has made it difficult for all TSOs to have the time needed 
to take required training. We found that Federal Security Directors 
at about half of the 263 airports we surveyed reported there was 
not sufficient time for TSOs to receive required training within reg- 
ular work hours. 

In addition, a lack of high-speed Internet capability at about half 
of the Nation’s airports have prevented many TSOs at these air- 
ports from fully utilizing TSA’s online learning center. 

TSA has also developed a staffing allocation model to identify 
needed TSO staff allocations at airports. However, TSA has had 
difficulty attracting and retaining a part-time TSO work force 
needed to address staffing needs. Some screeners are used to per- 
forming administrative duties at airports due to a lack of adminis- 
trative staff. 

In addition to having operational responsibility for passenger and 
checked baggage screening, TSA also has oversight responsibility 
for air cargo security and the security of airport perimeters and re- 
stricted areas. We reported in October 2005 that TSA had signifi- 
cantly increased the number of domestic air cargo inspections it 
conducted of air carriers and freight forwarders or entities that 
consolidate cargo for transportation to the airport. However, we 
found that TSA did not determine to what extent air carriers and 
freight forwarders were complying with existing security require- 
ments, and had not analyzed the results of its inspections to target 
future areas of highest risk. 

TSA also established a requirement for the random inspection of 
air cargo, a reflection of the agency’s position that inspecting 100 
percent of air cargo is not feasible. We found that TSA established 
exemptions that allow certain cargo to go uninspected, which if be- 
come known to shippers and could potentially cause security weak- 
nesses. 
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Related to airport perimeter security and access controls, we 
found that TSA had begun conducting compliance inspections of 
airport operators, and had conducted covert testing of selected se- 
curity procedures. We also found that TSA required background 
checks for most airport workers, required by legislation. 

Regarding measuring the effectiveness of its screening systems, 
TSA has made significant progress in testing the screening compo- 
nents, including establishing an annual recertification program for 
TSOs. However, despite these efforts, testing has shown that weak- 
nesses and vulnerabilities continue to exist in the screening sys- 
tem. 

In conclusion, TSA has made significant progress in managing 
and deploying a Federal work force to conduct and oversee security 
activities at the Nation’s airports, including hiring, deploying and 
training a work force of over 40,000 Transportation Security Offi- 
cers. However, as TSA moves forward, opportunities for further 
strengthening Federal security efforts exist. 

Mr. Chairman, this concludes my opening statement. Thank you. 

[The prepared statement of Ms. Berrick follows:] 
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Transportation Security Administration 
Has Made Progress in Managing a 
Federal Security Workforce and Ensuring 
Security at U.S. Airports, but Challenges 
Remain 


Why GAO Did This Study 

It has been over 3 years now since 
the Trans[)ortat.ion Security 
Afiministration (TSA) asstimed 
responsibility for passenger and 
baggage screening at coinmerrhal 
airports. This tcstiniony focuses on 
the progress TSA is nraking in 
strengthening aspects of a\'iation 
security and the chalJenges that 
remain. Particularly, this testimony 
highlights (1) progress T^A hits 
made, atui challenges it faces, in 
managing a federalized security 
workforce witti operational 
responsibility for ensiuring security 
of passengers and thoir baggage; 
and (2) a(.'lioris TSA has taken, and 
the challenges it faces, to ensure 
apprcipriate regulatory oversight of 
other air|.>ort security activities. 


What GAO Recommends 


In prior reports, GAO has made 
numerous recommendations 
designed to strengthen aviation 
security with respect lo strategic 
aviation workforce planning, 
dt*ployment, and oversight. GAO 
also has ongoing reviews related to 
TSA staffing niodids and other 
aviation security issues, and may 
make additional reoomntendations 
as appropriate. 


wvvw.gao.gov/cgi-bin./getrpl?GAO-06-597T. 

To view the full product, including the scops 
and melhodology. click on the link above. 
For more information, contact Cathleen A. 
BerricK at (202) 512-3404 or 
berrickcSgao.gov. 


What GAO Found 

TSA has made progress in managing, deployirtg, and traiiihig a federalized 
aviation security workforce, including federal security direcHors (FSDs-the 
lead authority at LhS. airports) and transportation secutnty officers (TSO- 
formerly knovm as screeners). t'SDs have, for example, formed partiH?rships 
with key federal and private-sec^tor stakeholders af airports engaged in 
security and operations. We reported, however, tiiat the FSDs’ authority is 
outdated an<l lacks clarity, particularly during security incidents when FSDs 
must coorciinate with otlier stakeholders. Regarding TSOs, 3'SA has taken 
and has planned actions to strengthen (he management and deployment of 
the 'rSO workforce. 'I'SA has, for instimee, developed a staffing allocation 
model to doterniine TSO staffing levels at airports. However, FSDs have 
reported concerns tfmt despite such a model, atu acting, hiring, and retaining 
an adetiuate part-time TSO workforce remains a challenge. We have reported 
that, while TSA luis expanded security training opportunities for TSOs, 
insufficient TSO staffing and otlier problems hinder tlie ability of TSOs i f) 
take training. To evaluate TSO performance, TSA has collected performance 
data by perfomiing covert Cundercover, unannounced) tesl:s at passenger 
stueening checkpoints. 

TSA has taken steps to strengthen key areiis of aviation security for which it 
has reguiatoiy and oversight responsibility, including domestic air cargo 
security, but faces challenges related lo oversight and performance 
measurement. We reported in October 2006, for example, that while TSA had 
significantly increased the number of domestic air cargo inspections 
conducted, perfonuance measures to dei ennine to what extent air carriers 
and others are complying with air cargo security requirements liad not been 
developed- Without such performance measurtTS, and a systematic analysis 
of these results of air cargo security inspections, TSA’s ability to target, its 
workforce for future inspections, and fulfill oversight responsibilities, will be 
limited. Further, while TSA has incon>orated olomonts of risk-based decision 
making into .securing air cargo, their efforts are not yet complete. To address 
these and other issues, TSA officials staled that they plan to (.‘ompiie 
adtlitional information on air cargo inspections to enhance the ability to 
coiuluct compliance inspetrtions of air carriers using irovert testing, and to 
require rand<>iu litstjection of air cargo to address threat ’s to the nat ion’s 
aviation transportal ion .sy.'aiem. 
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Mr. C’hainnan aiid Members of the (.’ommittee: 

I appreciate the oppoituniiy to paiUcipate in today's hearing to discuss (he 
management and deployment of federal employees charged with securing 
U.S. commercial airports. After the terrorist attacks of 2001, securing the 
nation’s aviation system— and ensuring tiiat a federal workfoi ce was in 
place to (^ariy out a wide range of aviation security responsibilities — 
became a key goal of the administration mid the Congress. Among the 
actions taken to address this need, tlie Aviation and Transportation 
Security Act (ATSA) of 2001, which established the Transpoitation 
Security Administration (TSA), charged the agency w ith, among other 
things, overseeing security operations at the nation’s more than 400 
commercial airports.* In TSA, the federiil workforce comprises, among 
other's, federal security directois (FSDs)— the ranking authority 
responsible for leading and coordinjiting security activities at aiifiorts; 
transportation security officers (TSO), formerly imown as screeners; and 
inspectors responsible for ensuring that air cjinters, airtiort employees 
and airport vendors comply with estalilished seciu'ity requirements. 

My testimony today addresses two separate areas related to the 
m<magoitmnt and oversight of the federal airport security workforce: 

(I) the progress TSA has made, and the challenges it faces, in managing a 
federalized security w'orkforce with operational respon.sibility for ensuring 
security of passengers and their baggage, and (2) the a(4,ions TSA has 
taken, and the challenges it faces, to ensure appropriate regulatory 
oversight of other iiiiport. security actmties. 

My comments aie based on issued GAO reports and testimonies 
addressing the security of the (J.S. commercial aviation system and our 
ongoing work on TSA’s staffing standards for TSOs. We did our work in 
accordance with generally accepted government auditing standards. 
Appendix 1 conUiins a list of related GAO products issued since September 
11 , 2001 . 


‘aTSA createilTSA as an agency within the Department (.ifTranspoilation (DOT) with 
re3|«>nsil)ihty for securing all inodes of transportation, including aviation. Pub. i... No. 107- 
7!. § !0l, 115 Slat- 597 (2001). The llomelaiid Security Act of 2002, sifted into law on 
November 25. 2002, l.ransferre(l TSA from the DOT to the new Department of ilomelancl 
Security (DHS). Pub. L. No. 107-296, § 4(«, 116 Slat. 2185, 2178- 
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Summary 


While TOA lias made progress in inimaging the federalized aviation 
security workforce, including its FSDs and TSOs, TSA continues to face 
challenge's in several key areas, including claiifyiiig FSD roles and 
responsibilities, and managing the deployment and training of its TSO 
workfoKje. TSA has marie changes to better su[iport and empower the 
FSD position, including granting greater authority and flexibility to FSDs 
in carrying out their responsibilities. For example, in canning out their 
responsibilities in overseeing security at the nation's airports, FSDs have 
formed partnerehips with key stakeholders and pLuHcipated in 
comnumication and coordination efforts to address a range of issues, 
including airport security, operations, and coordination. However, while 
TSA iias developed guidance that describes the many roles and 
responsibilities of FSDs, we recently n^ported that TSA’s primary 
document outlining FSDs’ authority was outdated and lacked clarity 
regarding FSD auciiority during s<*curity incidents relative to other airport 
stakeholders with whom must coordinate closely on aviation 
security matters. For example, we found examples of where confusion or 
conflicting opinions developed over whether th(j FSD had the authority to 
take certain actions during particular security incidents. Regarding its 
TSOs, TSA has taken and has plaiuu^d actions to .strengthen the 
management of the TSO workforce, which must be deployed In sufficient 
numbers and trained and certified in the latest screening procedures and 
technology to accomplish its security mission. Acknowledging imbalances 
in the scroener workforce. TSA developed standards for detennining TSO 
staffing for ail airports at which federal screening is required and 
developed a Staffing Allocation Model (SAM) to determine airport staffing 
levels. In determining staffing allocations, the SAM takes into account not 
only night and passenger data, but also data unique to each airport- 
including fiigiit schedules, passenger and baggage distribution curves, and 
I’SA passenger and baggage screening configurations. However, FSDs we 
interviewed had preliminary concerns about the assumptions in the model, 
noting, among other things, that it has been a challenge to attract, hire, and 
retain a part-time 1^0 workforce at the 20 perc(?n!: level indicated in the 
model. In addition to having an adequate number of screeneis, effe(;tive 
screening involves screcners properly trained to do their job. TSA has 
taken numerous steps to expand training beyond the basic training 
requirement to include self-guided courses on its Online Lemning Center; a 
recurrent training requirement of 3 hours per week, averaged over a 
quarter; and training on tlireat infonnation, explosives detection, and new 
screening approaches. However, insufficient TSO staffing and a lack of 
high-^eed luteniet/intranet connectivity create impediments to the TSO 
workforce taking full adv'antage of training opportunities. With respect to 
evaluating TSOs, l^A hjts strengthened its efforts to measure the 
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pei fonnaiice of the various components of the passengei- and ch(3ckec! 
baggage screening systems — ^i)eople, processes and technology. 
Specifically, TSA has impleniente<l and strengthened efforts to collect 
perfovmaiico data by performing covert, (undercover, unannounced) test s, 
using the Threat Image Projection (TIP) system- at passenger screening 
checkpoints, and implementing a congressionally mandated annual TSO 
recertification program. Despite these efforts, TSA covert testing has 
identified that weaknesses existed in the ability of TSOs to detect threat 
objects on passengers, in their carjy-on bags, and ir\ checked baggage. 

TSA has taken steps to strengthen the federal workforce responsible for 
other key areas of aviation security, including domestic air cargo and 
air{)ort perimeters and access controls, bur it faces additioital challenges 
in eaclt of these areas related to performance measurement and regulatory 
oversight. We reported in October 2005, for example, that TSA had 
significantly mereased the number of domestic air cargo inspections. We 
noted, however, tiiat TSA had trot developed perfonriance measures to 
detennino to what extent air crarriers and indirect air carriers — carriers 
that consolidate air cargo from multiple shippers and deliver it to air 
ciirriers to be transported — are complying with air cargo security 
requirements, and had not amUyzed the results of inspections to 
systematically target future inspections on those entities that pose a higher 
security risk to the domestic air cargo system. Without these peifomumce 
measures and systematic analyses, TSA will be limited in its ability to 
effectively target its workforce for future inspections and fulfill its 
oversight responsibilities for ibis important aiea of aviation security. In 
June 2005, TSA officials informed us that in the future they intend to 
compile information on the number of instances in which specific air 
cargo security r(?quirt'ments aie inspected, and are taking steps to enhance 
ISA's ability to conduct compliance inspections of indirect air earners, by 
iimong other things, using undercover testing to identify air cargo security 
weaknesses. We also found that TSA has made efforts l;o incorporate risk- 
based decision making into securing tiir cargo, but has not conducted 
assessments of air cargo vulnerabilities or critical assets (cargo facilities 
and aircraft) — t wo cnicial elements of a risk-based management approach 
without which TSA may not be able to appropriately focus its resources on 
the most critical .security needs. Moreover, to bettor allocate resources for 


"Tltc Threat Image Projection system is dvtsigned to l*>st TvSOs' detection capabiliiios by 
projecting threat images, including inrages of guns and expio.siv(‘s, into bags as they are 
.screened. TSOs are responsible for positively ident ifying tiie threat in\age and (. ailing foi- 
the bag to be seardied. 
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air cjirgo security, T^A established a requireimeiit f<.)r random inspection of 
air c:argo to address threats to the nation’s aviation transpoitation 
system — a reflection of the agency’s position that inspecting 100 percent 
of air cargo was not leclinologicjilly feasible arid would be potentially 
disruptive to the flow of air commerce. In the area of aiiport perimeter and 
access coittrol security, we reported in -Iiirte 2004 that, while background 
checks wert^ not required for all airport w'^orkers, TSA requires most 
airport workers who perform duties in secured and sterile areas’ to 
undergo a fingerprint-based crintinal lustory' records clieck. TSA furt her 
requires airport operators to compare a]>plicants’ names against, TSA’s 
aviation security watch lists. Once workers undergo this review, they ai e 
gnmted access to airport areas in which they perform duties. In addition, 
ATSA mandated that TSA require ain^ort operators ai\d air carriers to 
develop security awareness training programs for airport workers such as 
ground crows and gate, ticket, and curbside agents of air carriers. 
According to TSA, training requirements for these airport w()rk(?rs had not 
been established because additional training would result in increased 
costs for mrport operat ors. In the area of security-related training, TSA did 
not require airport vendors with direct acc(‘sa to the airfield and aircraft to 
develop security programs, which would include security nieasures for 
vendor employees and property, as required by ATSA. In July 2004, in 
response to our recommendations, TSA nuulc^ several improvements in 
these arci^s, through the issuance of a series of security directives, 
including requiring enhanced background checks and improved access 
controls for airport employe<'s who work in restricted airpiort areas. 


Background 


Prior to the passage of ATSA. the screening of passengers and checked 
bagg<^e harl been perfonned by private screening companies under 
contract to the airlines. The Federal Aviation Adntinistration (FAA) was 
responsible for ensuring compliance with screening regulations. With the 
passage of ATSA and the transfer of aviatioit secrurity responsibilities to 
TSA, including pttssenger and checked baggage screening at airports, TSA 
assigned PSDs— the top-ranking TSA authorities responsible for security 


TSA Operational 
Responsibilities for 
Passenger and Checked 
Baggage Security 


■ Siei'ik? areas arc located within the terminal where passengers wait, after screening to 
board (Jqjarting aircraft. Access to these areas is generally eontroiled by TSA sereeiiers ai 
fheckpoinhs where tJiey conduct physical sco'eniiig of pa.ssetigefH and theii ciUT\-on 
baggage for wtfapons and explosives. 
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at the nation’s airports — to one or more c-ommercial airports to oversee 
security activities. TSA has approximately 157 1''S5) positions ul 
commercial aiiports nationwide to lead and coordinate TSA secutity 
acti\’itios. Although an FSD is responsible for security at each commercial 
airport, not every airport has an FSD dedicated solely to that airport. Most 
category X airports’ have an FSD responsible tor that aitpoit alone, while 
at otlier airports the FSD lo<’ated at a hub aiiport has responsibility over 
one or more s])oke airports f)f the same or smaller size. 

In addition to establishing TSA and giving it responsibility for passeng{?r 
and checked baggage scret^ning operations, ATSA also set lorth specific 
enhancements to screening operations for TSA lo implement, with 
deadlines for completing many of them. These requirements indnde 

• assuming responsibility for screeners and screening operations at more 
than 400 commercial airports by November 19, 2002; 

• est ablishing a basic screener training program composed of a minimum of 
40 hours of classroom instruction and 00 hours of on-the-job training; 

• conducting an annual proficiency review' of all vSCTeeners; 

• conducting operational testing of screeners; ' 

• requiring remedial training for any screener w'ho fails an operational test; 
and 

• screening all checked baggage for explosives using explosives detection 
systems by December 31, 2002.” 

As mandated by Al^A, TSA hired and deployed aTSO workforce lo 
assume operational responsibility for conducting passenger and checked 
baggage screening. Passenger screening is a process by which authorized 
TSA personnel inspect individuals and property to deter and prevent the 
carriage of any unauthorized explosive, incendiary, weapon, or other 
dangerous item onboard an aircraft or into a sterile area, TSO.s must 


‘TSA classifies Oie c<jn»tuerci.'4 airpous in tl>{> United Sltttcs into one of five security risl? 
catcgoiies (X. I, fl. HI, IV, and V) btiswl on variou.s factors, such as the toial numher of 
takeoffs and landings annuatly, aiKl otlier special security considerations, In general, 
caU'goty X airports have the largest ninnher of passenger boarditjgs, and category IV 
airports have the smallest. 

'rSA defines an operational screening test its any c;ovt;tt test of a TSO conducted by TSA, 
on screening function, to assc'ss the .seroener’s threat, item detection ability or 
adherence to TSA-aiH>roved proct'clurCsS. 

"Pursuant lo the Homeland Security Act, the deadline for screening all checketf l)aggage 
using GXplasivc detection sj^tenis was. in effect, extended untJI Deccmbet dl, 200;1 


Page 


GAO-OG-597T 




23 


inspect individuals for pmhibited items at designated screening locations. ' 
The lour passenger screening functions are (I) X-ray screening of 
propeity, (2) walk-through metal defector screening of individuals, 

(3) hand-wand or pat-down screening of individuals, and (4) physical 
sear<rl\ of property arid trace detection for explosives. C’hecked baggagt; 
scn^ening is a procc*ss by which authorized TSOs inspect checked baggage 
to deter, detect, and prevent tlie carriage of any unauthorized explosive, 
incendiaiy, or weapon onboard an aircraft. Checked baggage screening is 
accomplished tlu'ough the use of oxi^losive detection systems^ (EDS) or 
explosive trace detection (E'l'D) systems,’' and through (he use of other 
means, such as numual searches, canine teams, and positive passenger bag 
match,'” when EDS and ETD systems aie unavailable. 


TSA Regulatory in addition to establishing requirements for passenger and checked 

Responsibilities for Air baggage screening, ATSA charged 'I'SA with the responsibility for ensuring 
Cargo and Airport. Security security of air cai^o, including, among other things, establishing 

security niles and reguhUions covering domestic and foreign psissenger 
carriers that transpoil cargo, domestic tmd foreign ail-cargo carriers, and 
domestic indirect air carriers — c.arriers that consolidate air cai’go from 
multiple shippers and deliver it to air carriers to be transported; and 
overseeing implementation of air cargo security requirements by air 
carriers and indirect air carriers through compliance inspections. In 
general, TSA inspections are designed to ensur e air carrier compliance 
with air cargo security requirements, while air carrier inspections focus on 


TSOs must deny passage beyond Uie somoning local ion to any individual or property (lait 
has not been .serecnocl or inspcioted in accordance with passenger sfreoning standard 
operafing prm’edui’es. Jf an individual refuses to pennit. inspection of any iicm, that item 
nmsi not he allowed info the sterile aioa or ahoaui an aircrafi . 

” Explosive detection systems u5»o probing radiation to examine objects inside baggage and 
identify the (*hara<'teristic signatures of threat explosives. EEKS equipineni operates in an 
ancoRurted mode. 

”Hxplo.sive trace detection works by deUK:t.ing vapors otul itjsiflucs td oxplosive.s. Human 
openilors (rolled sample's by rubbing bags wit)» swabs, which are chcnnically analyzed to 
idenlib' any traces of exploave materials. 

"’positive passeiiger bag match is an alternative method of screening checked baggage that 
requires tfiat the passenger be on the same airtrrafi as the cliccked baggage. 
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ensuring that cargo does not contain weapons, exi>losives, or stowaways." 
TSA is r^ponsible for inspecting 285 passenger and all-cargo air carriers 
witli about 2,800 cargo facilities nationwide, as well as 3,800 indirec t air 
canieis wiUi about 10,000 domestic locations. In conducting inspections, 
TSA inspectors review documentation, interview earner personnel, 
directly observe air cargo operations, or conduct tests to rietc'nnine 
whctlier air carriers and indirect air carriers are in cotnplianc'e with air 
cargo security requirements. In 2004, an estimated 23 billion pounds of air 
cargo was transported within the United States, with about a quarter of 
this amount transported on passenger aircraft. Recently, DHS reported 
that most cargo on passenger aircraft is not physicjilly ins))ccie(l. 

AT^A also granted TSj\ tlie lesponsibility for ovc^rsceing U.S. aiipoit 
operators’ effort to maintain and improve the security of commercial 
airport perimeter, access ccnitroLs, and airport workers. VVliile airport 
o{K?ratoi's, not 'I'SA, retain direct day-to-day operational responsibilities for 
these areas of security, ATSA directs TSA to improve the setturity ol' 
airport perimeters and the access controls leading to set;ured airj)orL 
areas, as well as take itieasures to reduce the security risks posed by 
airport workers. Each airijort’s security program, which must be approved 
by TSA, outlines the security policies, procedures, and systems the airport 
intends to use in order to comply with TSA security requirements. FSDs 
oversee th(? ImpIeTnentaiion of the seemrity rec^uirements at airports. 

Of TSA’s 950 aviation security inspectors located at airports throughout 
the United States, 750 are considered generalists who conduct a variety of 
aviation security inspections, and 200 are dedicated to conducting air 
cargo inspections. The FST) at each aiipori is responsible for determining 
the sr*ope and emphasis of itie inspections, as well as discretion for how to 
assign local inspection staff. 'I'SA provltles local aiipoit FSDs mul 
inspectors with goals for the number of inspections to be conducted per 
quarter. 


''l)()mfSiticpas.senger aircarriei-}, have 11 soparafe are;iS ol cargo security Uial. arc subject 
to inspection, white indirect air earners have 12 areas tltai afc subject ro jnspection. Ail 
cargo carriers tlral have implemented the voluntary all-cargo security piogram have 21 
ineas that are ajbject- to inspeclion. Tlieso areas of inspection include access to cargo, 
cargo acceptance, inciudiiig cargf> frimj known shippers, and security training jvnd tc'sting. 
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TSA Has Taken Steps 
to Strengthen the 
Management and 
Performance of an 
Aviation Security 
Workforce, but 
Continues to Face 
Challenges 

TSA Has Taken Action to 
Support FSDs, but 
Additional Clarification of 
Roles Is Needed to 
Support Stakeholder 
Coordination 


In recent years, TSA has taken numeroas actions related to The 
deployment, training, and performance of their aviation security 
workforce. TSA has, for example, taken action to support, the authority of 
FSDs at <urports, though ad<litionai clarification of their roles is needed. 
TSA also has improved the managenieiu and deployment of its i'SO 
w'orkforce with the use of a fonnal staffing model, tiiough hiring and 
deployment chalicngos remain. TSA has also strengthened 1'SO t raining, 
and implemented various approaches tf) measuring TSC) pcrforntance 
related to passenger and baggage screening activities, 


in recent years, TSA has taken steps to ensm e that FSDs, as the ranking 
TSA authorities at airports, coordinated their security actions with various 
aiq^ort stakeholders, and had sufficient authority to carry out their 
responsibilities. In Septentber 2005. we repoited on llu’ roles and 
responsibilities of f'SDs and other issues related to the position, including 
the extent to which they fonned and facilitated paittierships with alrpoit 
stakeholders. *' At that time, we report, ed that Lite FvSDs and most 
stakeholders at the seven airports w'e visited liad developed partnerships 
that were genertilly working w'ell. TSA recognized that building and 
maintaining partnerships with aiiport stakeholders was essential to FSDs’ 
success in addres.sing security as well as maintaining an appropriate level 
of ciustomer service. To that, end, TSA established general guidance for 
FSDs to follow in building stakeholder paitnerships, but left it to the FSDs 
to determine how' best to achieve effective partnerships at their respective 
airportvS. As a part of their security responsibilities, f'SDs must coordinate 
closely with airport stakeholders — aiiport and air carrier officials, local 
law enforcement, and emergency response officiais-- to ensure that 
airports arc adequately protected and prepared in the event of a terrorist 
attack. FSDs’ success in sustaining and ensuring the effectiveness of 
aviation security eflbrts is dependent on their ability to develop and 
maintain effective partnerships witli these stakeholders. FSDs need to 
partner with law enforcement stakeholder, for example, because they do 
not have a law enforcement body of their own to respond to security 
incidents. Partnerships can be of mutual benefit to FSDs and airjiorl 
stakeholders and can enhance customer seivice. For example, FSDs rely 


'“G.AO, Transpotiation Security Administmiion: More Ctnrity on ibe Aut-fioiity of Federal 
Security Directors Is S’eede(l,Qki'>-{)5-^'ih (Washington D.C.: Si*pl. 2.1, 200, 'i). 
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on air carrier data on Ihe number of passengers transiting through 
checkpoints to appropriately s<-hecliile screeners, tmd air carriers t ely on 
the FSD to provide an efficient screening process to niiniiitize wait times 
for passengers. 

At tile aiiports we visited, FSDs and stakeholders cited several ways FSDs 
mainlained partnerships, including being accessible to their stakeholders 
to help resolve problems and meeting with stakeholders to discuss how to 
implement new security polirries. In addition, a variety of communication 
and coordination efforts were in place at the airports we visited, and many 
of these efforts existed brffore I'SA assigned FSDs to aiiports. Formal 
rnechimisms included serrurity <md general airy)ort operations meetings, 
incident debriefings, and training exercises to help ensure a coordinated 
response in the event of a security incident. 

We also found that in re.sponse to concerns over P’S!) authority in 
responding to airi>ort-speciflc security needs, in 2004, TSA made a number 
of changes to belter support and empower the FSD. These changes 
included 

establishing a local hiring initiative that vested more hiring authority with 
the FSDs to address iiirport stafilng needs, 
provichng flexibility to offer training locally to screeners, 
increasing authority to addre.ss performaatce and conduct problems, 
reloc.oting five area director poshions from the headquarters to the field in 
conjunction witli establishing a report group to provide operational 
support and a communication link with headquarters, and 
establishing a mentoring program for newly appointed FSDs or their 
deputies. 

Most of th<‘ 25 f-’SDs we interviewed generally viewed these changes 
favorably. For example, most were satisfied with ISA’s new local hiring 
process that provided more options for FSDs to be involved with hiring 
screeners, and most said that the new process was better titan the more 
centralized hiring process it replaced. TSA officials concluded, among 
other things, that TSO candidates selected at airports wiiere the FSD and 
staff were conducting the hiring process were more selective in accepting 
offers— leading to lower aftiition — because they had more knowledge of 
what the job would entail than contractors did when they handled the 
hiring process. In addition, most of the FSDs we intervlcw'ed also saw 
value in the headquarters group TSA established to provide operational 
.support, to the field and a communication link among headquarters, field- 
based area directors, and FSDs. 
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One area where we noted room for improvernenl at the FSD JeveJ was in 
how the FSD’s authority has been defined. In September 2005, we reported 
that had developed guidance that describes die many roles and 
responsibilities of FSDs, most of whiclt is associated with seeming 
commercial airports fmm u^rrorist threats. ‘ ‘ However, w'hile the guidance 
clearly defined FSD roles and responsibilities, TSA’s primary document 
outlining FSDs’ authority was outdated and lacked clarity regarding FSD 
authority relative to that of other iiirport stakeholders wit h whom FSDs 
must coordinate closely to help ensure t ht^ effectiveness of aviat ion 
security efforts. Tlur absence of a clear- understanding of the autliority of 
the position had reportedly resulted in confusion during past security 
incidents and had raised concerns among some stakeholders at both the 
national and airport levels about possible ambiguity regarding FSDs' 
authority during incidents. Accordingly, we recommended that steps be 
taken to update TSA’s Delegation of Autliority to FSDs lo clearly reflect 
the authority of FSDs relative lo that of airport stakeholders during 
security incidents mrd conununicate the authority of the position, as 
warranted, to the FSDs and all airport stakeholders, Such action would 
benefit FSDs by further enabling them to communicate and shar-e 
consistent information about their authority with their staff anrl airiroit 
stakeholders, including law enforcement agencies. In commenting on our 
recommendation, DHS stated that a new restatement of the Delegation 
Order had been drafted by a w'orking group compf)sed of FSDs from the 
FSI) Advisory (kiuncil and relevant stakeholders and is being internally 
coordinated for c-omment and clearance. 


TSA Has Taken Steps to 
Better Manage Its TSO 
Workforce, but Continues 
to Face Deployment 
Challenges 


To accomplish its security mission, TSA need,s a sufficient number of 
passenger and checked baggage TSOs trained and certified in the latest 
screening procedures mid technology, We reported in February 2004 that 
staffing shortages and TSA’s hiring process had hindered the ability of 
some FSDs to provide .sufficient resources to staff screening checkpoints 
and oversee screening operations at their checkpoints without using 
adrlitional measures such as overtime. '■* TSA has acknowledged that its 
initial staffing efforts created imbalances in the screener workforce and 
has since been taking steps to address these imbalances over the past 2 
yetu^, by, among other l lungs, meeting a congressional requirement lo 


'■‘(iAO-U-’vaiS. 

' ‘Gao, a vinlioii Secunly: ChAllengvs Exist, in Stabi lining md fJnbuncing Eassnnger and 
Eiiggagv SctVfning Operations, GAO-()4-440'T. (WashingLan. O.C.: Feb. 12, 2Q04). 
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develop a staffing model for TSOs. Specilically, the Intelligence Reform 
and Terrorism Prevention Act of 200-1 required TSA to develop and submit 
to Congress standards for determining the aviation security staffing for all 
airports at which screening is required.' ’ The act also directed GAO to 
review tJiose sfcuidards. which we are doing. These staffing standards aie 
to provide for necessary levels of aiiport. security, while also ensuring that 
secairity-related delays experienctnl by airline passengers are minimized. 

In June 2005, TSA submitted its re|)ort on aviation security staffing 
standanls to Congress. Known as the Screening Allocation Model (SAM), 
these standards are intende<i to provide an objective measure for 
delcnniningTSO ^rport staffing levels, while staging within the 
congressionally mandated limit of 45, (){)() FTE screeners. 

Whereas TSA’s prior sttiffmg model was demand-driven based on flight 
and passenger data, the SAM model analyzes not only demand data but 
also data on the flow of passenger and baggage through the airport and the 
availability of the workforce. In determining the appropriate TSO staffing 
levels, the SAM first consideis the workload demands unique to each 
individual airport— including flight schedules, load factors and connecting 
flights, and number of passenger bags. These demand inputs are then 
processed against certain assumptions about the processing of passengers 
and baggage — including expected passenger and baggage processing rates, 
required staffing for passenger lanes and baggage equipment, and 
eijuipment alaim rates. Csing these anti various other data, the SAM 
determines the dally workforce requirements and calculates a work 
schedule for each aiiport. The schedule identifies a recommended mix of 
full-time and part-time staff tmd a total number of TSO full-time 
equivalems (Fl’E) needcil to staff the airport,*" consistent with a goal of 10 
minutes maximum wait rime for processing pa.ssengers and baggage. 

P'or tiscal year 2006, the SAM model estimated a requirement of 
42,170 FTKs for iiil aiiports nationwide. !n order to stay within a 
43,000 TOO I'TE budgetaiy limit for fiscal yeai' 2000, TSA officials reduced 
the immbi'r of PfEs allocated to aiiports to 42,056, a level that allowed it 
to fund the 615 TSO Fl'Es in the National Screcner Force — a force 
composed of TSOs who provide screening support to all airports - -and to 
maintain a contingency of 329 TSO FTEs in reserv'e to metq unanticipated 


' Inlrliigence Refonn and Terrorism PrcveuUoii Act. of 2004, 1’dh I,. Kcj. 108- 458, S 4023, 
1 18 Star 3638, 3723-24. 

"’One full-rime-equivaJent is iHinal lo tnie work year or 2,080 non-overdme hours. 
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demands, such as a new aii‘ earlier coining on line at an airport. As of 
Januaiy 2006, there were 37,601 lull-time TSOs and 5,782 part-time TSOs 
on board nationwide, representing an annualized rate of 41,085 T80 FTEs. 
According to I'SA headqiuirtei-s officials, the SAM can be adjusted to 
account for the uniqueness of parficular airport security checkpoints and 
airline traffic patterns. Further, it is up to the FSDs to ensure that all of the 
data, elements and assumptions lue accurate for thihr aiiiiorts, and to bring 
to 't'SA’s attention any factors tliat sliould be reviewed to determine if 
changes to the SAM JU'e appropriate. The President’s fiscal year 2007 
budget requests a total of 45, 121 FTEs under the Passenger and Baggage 
TSO personnel comiumsation and benefits c;ategories. 

As part of our ongoing review of the SAM model, we have identified 
several preliminaty' concerns about TSA’s efforts to address its staffing 
imbalances and ensure appropriate coverage at aiipf>rt passenger and 
checked baggage screening checkpoints. At the five airjiorts we visited, 
FSf) stal'f raised concerns about (he SAM assumptions as they related to 
their paiticuliu* airports."* Among other things, they noted that the 
recommendation for 20 percent part-time TSO w orkforcc — measured in 
terms of FTEs — often could not be reached, the expected processing rates 
f(.>r passenger and baggage screening were not being realized, non- 
passenger screening at large aiiports was higher than assumed, and the 
number of TSO kTEs needed pi'i checkpoint lane and per baggage 
screening machine was not sufficient for peak periods. Regarding the 
SAM iLSsumptlon of a 20 percent part-time TSO tTE level across all 
airports. FSD staff we visited stated that the 20 percent goal has been 
difficult to achieve because of, among other things, economic conditions 
leading to competition for part-time workers, remote mrport locations 
coupled with a lack of mass transit, TSO base pay that has not changed 
since fiscal year 2002, and part-time workers’ desire to convert to full-time 
status. According to TSA headquarters officials, while the nationwide 
annual 1'SO attrition rate is about 23 percent (compaied to a rate of 1 4 
peri'cnt reported in F(?bruary 2004), it is over 50 percent for part-time 
TSOs. TSA has struggled with hiring ptu'l.-time TSOs since it began actively 
recruiting them in the summer of 2003. In Februj^uy 2004, we reported that 
FSDs at several of Uie ain>orts we visited stated that they experienced 


'ITvis biidgelaiy I*TE limit \s not f.o tx? ftmfused with Uie 4-').f)0U Fl'E screeiier cap 
Ijy C’ongres.s in ti>e FY2006 OHS Appi-oprial.ions Act that limits live total tiuntbcr of FfE 
scr(?e!it'rs available lo I'SA. 

"'Wc inti»rv1ewfed FSD staff at 3 catogor>' X airports, 1 calegoiy J ai£poils, and 1 category III 
ainmrt- 
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difficulty in attracting needed pait-time TSOs, which they believed to be 
due to many of the same factors, such as low pay and benefits, undesirable 
houi-s, the location of their airport, the lack of accessible and affordable 
I)aj; king or public transportation, and the higii cost of living in t he areas 
surrcninding some air|)oits/' These FSDs stated that very few full-time 
TSOs were interested in converting to part-time status— a cr)nditi<3n that 
still exists — ^and TSA officials stated that attntion rates for part-time TSOs 
were (considerably higher than those for full- time TSOs. 

At two of the five airports we visited as pari of our ongoing review of the 
SAM model, FSD staff told us that they had not been able to hire up to 
their authorized staffing Itwels. in Febnuuy 2004, wt' rt^port ed that many of 
the FSDs we interviewed expressed concent that TSA's hiring process was 
not resjx^nsivt* to their needs and hindered t heir ability to reacrh tiieir 
authorized staffing levels and adequately staff screening checkpoints. 
Specifically, FSDs expressed concern with the lack of a continuous hiring 
process to backfill scieeriei-s lost through attrition, and their lack of 
authority to conduct hiring on an as-needed basis. We reported that 'fSA 
was taking steps to make the hiring process more responsive to FSDs’ 
needs. Since tlien, TSA has provided FSDs with more input into the liiring 
process in an effort, to streamline the piwess and enable FSDs to more 
quickly meet their staffing needs. 

During our five airport visits, some FSD staff we interviewed also cited 
another limitation of the SAM— specifically, that rhe model does not 
account for .scroeners vs'ho are perfonning administrative or other duties. 
The officials also noted that, because they are not authorized to hire a 
sufficient luuuber of mission support staff, TSOs are being routinely 
used — in some cases full time — to cany out non-screening and 
administrative duties, including supporting payroll, scheduling, uniform 
supplies, legal support, logistics, and operations center activities. At the 
five airports we visited in Jaimary and Februaiy 2006, out of a touU oi' 

2,572 TSC) full time e(iuivalenls (FTE) on-board at those airports, roughly 
136 PfEs (just over five percent) were being used for administrative 
duties, FSD staff stabnl that some of these TSOs are being used on a part- 
time basis, while othci-s are used on a full-time basis. The use of TSOs in 
these support fund ions could adversely affect ffie ability of FSDs to 
adequately staff their screening checkpoints. 


'”GAO-(M-440T. 
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To compensate for screener shortages and to enable operational flexibility 
to respond to changes in risk and threat, in October 2003, TSA established 
a National Sci’eening Force (fomieiiy known as the Mobile Screening 
Force established in November 2002) to provide screening support to all 
air|Jort.s in times of emergency, seasonal demands, or imck;r other special 
circumstances that require a greater number of screeners than regularly 
available to I^Ds. In February 2004, we reported that the National 
Screening Force consisted of over 700 full-titne passenger and baggage 
TSOs. 1’SA officials stated that while these screeners have a home airport, 
to whic;h they are assigned, they travel to air})orts in need t)f screening 
staff approximately 70 perc(>nt of f;he year. 

TSA budgeted from appropriations recreived in fiscal year 2006 for 615 
fTEs for the National Screening Force. The Pre.siden( ’s fiscal ytuu' 2007 
budget recgiest includes $35 million for operational expenses of the 
National Screening Force (not including salaries and benefits of force 
members). According to the budget request, in fiscal year 2007, the 
Nationiil Screening Force will genei’ally be deployed only to those airports 
experieircing significant staffing shortfalls associated with increiised 
seasonal traffic or wherr a special event, such as a Super Bowl or a large 
national conference, occurs requiring an iminediato influx of additional 
TSO support. At orui category X air|)ort we recently visited, the FSD stated 
that because of challenges iir hiring and retaining TSOs for tliis airport, he 
has had to rely on 59 members of the NatioiuU Screening Force deployed 
to his airport, and had been relying on this force since 2004. The 
President’s fiscal year 2007 budget request states that TSA will continue to 
review methods for reducing costs associated witii this force, including 
ensuring chat each airi'*ort has a sufiiciont staffing progrant in place to 
address shorr-temt needs. 

In the President’s fiscal yeai- 2007 budget request, TSA identified several 
ackfitional initiatives it luts underway to address the management of the 
'i'SO workforce. These efforts Include attempts to reduce attrition by 
creating a performance-based pay system, and establishing retention 
incentives to include performance bonuses, retention allowances, college 
credit, reimbursement and llexible staffing. TSA tilso reported efforts to 
enhance opportunities for career advancement within the TSO job 
category, reducirtg on-th(sjob injiuies by reengineering baggage screening 
areas, and deploying a national nurs€' care management, program at 
21 airports to assist TSOs in returning to work in a shorter period of rime. 
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TSA Has Strengthened 
TSO Training, but Faces 
Cliallenges in Delivering 
the Tr aining 


Since we reported oi\ 'HsO liaining in September 2003, TSA has taken a 
number of actions designed to strengthen training available to the TSO 
woikforce as part of its efforts to enhance the performance of TSOs. ' " hi 
September 2003, wo reported that TSA had not fully developed or 
deployed a recurrent traitiing program for passenger TSOs. At that time, 
little training was available to TSOs ont^c they completed their basic TSO 
training. Since then, TSA has €*xpanded training available to tlu‘ TSO 
workforce, such as introducing an Online Learning Center that- makes self- 
guided courees available over TSA's intranet and the Internet and 
expmiding training available to supervisory TSOs. TSA also established a 
recurrent training requirement of 3 hours per week, averaged over a 
quarter, and provided with atlditional tools to facilitate and enhance 
TSO training, including at least one modular bomb set kit — containing 
('omponents of an improvised explosive device (IED)~and at least one 
weajtons training kit. TSA has also instituted a piograni called I’hreal in 
the Spotliglit that, based on intelligence TSA receives, provides screeners 
with the latest in threat infonnation regarding ten orist attempts to get 
threat objects past screening checkpoints. Additionally, in December 2005, 
TSA reported completing enhanced explosives detection liaining I'or ovoi' 
18,000 TSOs. This training included both classroom and hands-on 
expcrieiK'es, and focused part.icularly on identiljing X-ray images of lED 
component paits, not Just a completely assembled bomb. TSA plans for 
the remaining TSO workforce to receive this training by June 2006 through 
the (.)nline Learning Center or other delivery methods. TSA also has 
developed new' training curriculums to support new screening approaches. 
For example, TSA receufiy developed a training curriculum for 'fSOs in 
beliavior observation and analysis at the checkpoint to identify passengers 
exhibiting behaviors indicative of stress, fear, or deception. 


However, as we reported in May 2005, insufficient TSO staffing and a lack 
of biglT-speed Internet/intranet connectivity to ac(.*ess tlie Online Leai’ning 
Center have made it difficult for ail TSOs screeners at many aiiports to 
receive requued training and has limited TSO access to TSA training 
tools."' As previously discussed, 'ISA is taking steps to address the ’fSO 
staffmg challenges. However, it is too soon to determine whether TSA’.s 
efforts will addres.s TSA’s ability to provide required training while 


'■"CiAC). AiipoitFasseiigcrScrC’eniiig: Preliminary (JbservMions on Progress Made and 
Cliallengen Remaining, G A(W.>3-1 173 (Washington, D.C.; Sopi. 24, 2003) 

G.^0, Aidatinn Secuiity: Screener Ttainingand Perfotmance Measurement St rerigifiened 
hnlMore GAO-05457 (W'ashinglon, D.C.; May 2. 200">). 
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maintaining adequate coverage for scTetnting operations. In terms of 
access to the Online Learning Center, TSA plans to complete the 
deployment of h{gh-S|>eed lntemet/intrant?t connecthnty to airports dunng 
fiscal year 2(K)7. T^A established its Online [.-eaiTiing Center to [irovide 
passt'nger and bi^age screeners with online, high-speed access to 
training counHw. How-ever, efftictive use of the Online Learning Center 
requires liigh-speed Intenict/intranet access, which TSA tins not been able 
lo provide to all airports. In May 2005, we reported that, as of October 
2004, about 45 percent of the TSO workforce did not have Intenret/intranet: 
access to the Online Learning Center. The President’s fiscal year 2007 
budget request reports that approximately 220 of the more than 400 aiiport 
and field locations have full information technology infrastructure 
installation, to include high-speed network connectivity, while the rest of 
the air}K)rts operate with dial-u[) access to TSA systems. According to the 
budget request, I'SA will use $120 million in fiscal year 2006 to deploy 
htg!vsi>eed connectivity to all category X and I airiJorts and preliminary 
high-speed connectivity' to all category H, III, and IV airports. The budget 
retpiest includes a request for a total of $90 million to support this effort in 
fiscal yeiir 2007, of which $54 million is needed to complete the 
deployment of high-speed connectivity at category II, 111, and IV airports, “ 


TSA Has Implemented 
Various Approaches to 
Measuring the 
Performance of TSOs 
Conducting Passenger and 
Baggage Security 
Screening Activities 


TSA has strengthened its efforts to measure the performance of the 
various components of the passenger and checked baggage screening 
systems — people, processes, and technology — but results of covert testing 
identified that weaknesses and v'ulnerabilities continue to exist. In 
November 2003, we first reported on the need for TSA t;o strengthen its 
efforts to measure the pertbmiance of its screening lunctions.^' At that 
lime, TSA had collected limited data on the effectiveness of its aviation 
security initiatives, to include screening functions. Specifically, limited 
covert (undercover, unannounced) te.sting had been peifonned, the TIP 
system used to aid ITlOs in identifying threat objects within checked 
baggage was not fully operational at passenger screening checlqioints, and 
'FSA had not fully implemented a congressionally mandated annual TSO 


‘'According to the budget request, tite romiunirtg S36 initUon is tieeded to svippoit 
nf>eraJions <md inainlenance fx».sts, including recuiTiitg costs for loutets, switches, circuiks, 
cabinets, racks, and nrtwort’ mffnitoring. 

■*GA0-, Aviafion Security: Efforts to Measure Effectiveness and Address Cftallengcs. 
GA()-()4-232T (Wastiington, D.C.: Nov. o, 2003). 
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proficiency review. Since then, TSA has implemented and strengthened 
efforts to collect performance data in eacli of tliese areas. 

In the area of covert testing. TSA headtiuail ers increased the amount of 
passenger and checked baggage screening c;ovett tests it performs and 
recently changed its approach to covert t(?sting 1 o focus its l esources on 
catastrophic tlut?ats — threats that can lake down an ainrlane or blow up 
an airi:)lane. TSA’s Office of Inspections (01) (fonnerly the Office of 
Internal Affairs and Program Review) conduttfs unannounced covert tests 
of TSOs to assess their ability to detect threat tibjects and to adhert' to 
TSA-approved procedures. These tests, in which underctover 01 inspectors 
attempt to p;i5« threat objects through p^Lssenger screening checkpoints 
and in checked baggage, arc designed to measure vulnerabilities in 
passenger and checked baggage screening systems and to identity 
systematic problems affecting pc;rfonuance of TSOs in the areas of 
training, prot^cdures, and technology. 01, whicli began covert testing in 
September 2002, conducted 836 tests in fiscal year 2003 and 2,360 tests in 
fiscal year 2(^)4 using its staff of 183 full-time-equivalents.*"' hi reporting its 
covert testing results. 01 makes recommendations to TSA leadership that 
address deficiencies identified during testing and are intended to improve 
screening effectiveness. As of December 2005, O! had issued 29 reports to 
inanagenieni; on the results of its checkpoint and checked baggage covert 
testing. In total, the reports include 19 distinct recommendations related to 
passenger and checked baggagi? screening.'” Of these 19 recommendations, 
1 1 relate to s^rreener training. In September 2005, 01 began implementing a 
levamped testing pro<tess that included a more I'isk-based approach and 
focused its resources on catastrophic threats. 01 officials stated that they 
will continue testing. However, TSA leadership is reviewing the results of 
t he levised testing, and final diicisions regarding the structure, content, 
and frequency of future tests have not yet been made. 

Our analysis of TSA's covert testing results for tests conducted between 
September 2002 and September 2005 identified that overall, weaknesses 
existed in the ability of screcners to detect threat objects on passengers, in 


''Covcri tesiing is an andllaty ditty and not a fuil-tinu; assignment for tlie majority of ()I 
staff. Ac<;ording to 01, 14 full-tinK'-cquivalcni posirion.s in headquarters are rlodicated fully 
to the covert testing pn^ram, which includes covert testing of all modes of transportation, 
not JiLst airports. Hie-se 14 fuH-tinw-equivalculs are in C.ii s Special Opeiatit>ns group and 
fonn tin: core of team leader for the covert resiing trips. 

'‘Some reconunendations ^pear rept>atodly in multiple o;porls issued by OIAPR. 
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their carry-on bags, and in checked baggage, Covert testing results in this 
analysis cannot be generalized either to the aiiports where the tests were 
conducted or to aiiports nationwide.™ 

In February’ 2004, TSA provided protocois to help KSDs conduct their own 
(‘Overt testing of local airport passenger screening activities — a practice 
that TSA had previously prohibited.-'^ Between May 2004 and April 2005, 
f'SDs conducted a total of 17,954 local covert tests at 350 airyjorts. In 
February 2005, TSA releastKl a general proi'edures document for loc-al 
(.•overt testing at checked baggage screening locations. Between Marc-'li 
2005 and September 2005, 1,370 local tests of EOS screening w-ere 
c(3nducted at 71 airports. TSA headquttrtei'S officials stat{‘d that a key 
challenge FSDs face in conducting local testing is the lack of available 
federal stafl'to conduct the testing, particularly at smaller airports. In May 
2005, we npoited that TSA officiiUs stated that they had not yet begun to 
use data from local covert. te.sf.ing to identify trmning and peifonn;incu 
needs because of difflcultie.s in ensuring that local covert testing is 
implemented consistently nationwide."^ TSA officuds stated in March 2006, 
that die data are available for FSDs to use to identify training needs and 
levels of TSO performance. 

Although covert testing is the sole method TSA uses to measure the 
security {Tfectivene.ss of passenger and checked baggage screening 
pi cK-edures and technologies in the operating environment, TSA uses 
additional methods to assess the perfoimancc' of passenger and checked 
baggage TSOs. One source of information on TSO perfonnanoe in 
delecting threat objects is the results from the TIP system. TIP is designed 
to test passenger screeners’ detection capabilities by projecting threat 
images, including images of guns, knives, and explosives, onto bags as 


'Test results cjinnof b(5 gciioiali7*<l fjeoause saiitple tests were ao( itluntifiecf using the 
principles of probability sampling. In a prtjbabillty sample to assess scut'cner deiecUon of 
Uireat objects, each screening of a i>asscnger or b.aggagc would have i;o have a chance of 
being selecled. A well-designed pn>bal)ility sample would euabli* failuie. rates to be 
generalized to all ain>orls. However, for c<»st and operational i easons, probability sampling 
may not be feasible for passenger and checked baggage s(,'ieening because it w'ould require 
a very large sample size and aji exhaustive exaiviinarion of each samfjled pjisscngc!' or 
l)aggagc (o defcnuine if there w-as a threat ol>jec! to defect.. 

^'The local covert testing protocols weix; updated in June 300 i and August 2004 to provide 
infoniiation on alfeniaUve testing methods. 

™ CAC), Aval ion Se<;urity: Screener lYciinmg atici Poiformimcf' Moasureinent Strengihenoii 
bul More Work Remains, CAO-05-457 (Wasi\ington D.C.; May 2, 2005). 
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lliey are screened during actual operations. TSOs ai e responsible for 
identifying the threat image and calling for the bag to be searched. Once 
pi'ompled, TIP identifies to the screener whelh<?r the threat is real and 
then records the 'reO’s performance in a databa.se that could be analyzed 
for performance trends.^* TIP threat detection results in cronjunclion with 
01 covert test results and local testing are intended to assist TSA in 
identilying spt^cific training and peifonnance improvement efforts. 

In May 2005, we reported that, in October 2003 TSA reactivated TIP as 
planned with an expanded Ubrai-y of 2,400 images at all but one of the 
more than 1,800 checkpoint lanes nationwide. In December 2005, TSA 
reported that it has further expanded the image libr aiy io include 
j\ddiT.ion;il images of lEDs and IFID comr)oiients as part of its effort to 
improve TSOs* detection of explasiv(?s. Additionally, the President’s fiscal 
year 2007 budget request states that TSA plans to maximize the training 
benefits of the TIP system by tailoring TIP sesvsions to address individual 
TSO weaknesses repealed in user performance data. For example, if a TSO 
has particular difficulty identifying IED.S, the TIP would trigger the 
projection of a higher proportion of simulated lEDs while that, TSO was 
operating the machine under standard circumstmices. 

Despite these improvements, TIP is not yet available for checked baggage 
screening. In April 2004, we reported ihat TSA officials stated that they 
wore working to resolve technical challenges associated with using TIP for 
checked baggage screening on explosives detection system (EDS) 
machines and have staited EDS TIP image development."' However, in 
December 2004, TSA officials stated that because of severe budget 
reductions, TSA will be unable to begin implementing a TIP program for 
checked baggage in fiscal yem- 2005. Officials did not specify when such a 
program might begin. 

Another measure of TSO performance is the results of annual 
recertification testing. ATSA requires that each TSO receive an annual 


TIP clataba^ records both the TIP iai rate and TIP false alarm rate. 1'liese two results 
are to fletcnaine the probability of detecrion and pn^bability ol' I'alse alaims. which 
di,'U'nninG overall TIP pertbnnance. The TIP pertbnnanco ineJiaure is cUussified as stsisitive 
s«;t:uniy informabon. 

''’UAO-05457. 

GAO, Aviation ticenrity: Private Screening Conlizmtors iiaw UtUe Flexibility in 
Irnpiemcnt Iiuiovatn-e Approaches, GA(>-04-30oT, (Wa-shin^ioii, D.C.: April 22, 2001). 
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proficiency review to ensure he or she continues to meet ail qualifications 
and stcindards required to perform the screening function. To meet this 
requirement, TSA estiUsIished a receitification program. Tlic first 
recertification program — which was conducted during the period October 
2003 through March 2004 — w^as composed of two assessment components, 
one of TSOs’ performance and d»e other of TSOs' knowledge and skills. 
During the perfonnance assessment c;omponent of the recertification 
program, TSOs are rated on bolti organizational and individual goals, such 
as maintaining Ute nation’s air security, vigilantly carrying out duties with 
iilmc^l attention to tasks that will prevent security threats, and 
<leinoi\strating the highest kwxds of courtesy to t ravelers to maximize their 
levels of siitisfaction with screening services. The knowledge and skills 
assessment component consists of three modules: ( 1) knowledge of 
standard operating prcK.*eclures, (2) image recognition, and (3) practical 
demonstration of skills. 

^\cross all airports, TSOs performed well on the recertification testing for 
the first 2 years the program was in place, with less than I percent of TSOs 
subject to recertification falling to complete this requirement. In both 
years, TSOs faced the greatest difficulty on their first attempt to pass tlm 
practic’d demonstration of skills module — a hands-on simulated work 
sample userl to evaluate a screener's knowledge, skill, and ability when 
performing specific screener tasks dong with the ability to provide 
customer service. According to TSA officids, at the completion of 
recertification at an airport, TSA management has ac;ce.ss to reports at 
both the individual TSO and airport level, which identify the specific aretus 
that w'ere missed during testing. National level reports are also available 
that isolate area.s that need improvement and can be targeted in basic and 
recurrent training. In fiscal ye<tr 2004, TvSA established a performance 
measure for the recertifuration program."' 

During the first yeiu- of recertification resting, dual-funcTion TvSOs who 
were actively working as both passenger jmd checked baggage TSOs were 
required to take only the recertification test for passenger TSOs, They 
were therefore not retjuired to take the recertificiition testing modules 


Wc (’aiitiot report on the results of ( he recert-ificatlon t('sting because vlio they 

arv sensitive si'curity information, 

'^'information relatetl to the measures is sensitive secitfiiy information. 
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required for checked baggage, even though they worked in that capacity ' 
ISA’s second annual recertification testing, which began i)i October 2004, 
included components for dual-funcrtion TSOs, but did not inc!u<le an imuge. 
recognition module for checked baggage TSOs - which wouid include 
dual-function screened |>erfoiTning checked baggage screening. TSA 
officials stated that a decision was made to not include an image 
recognition module for checke<l baggage 'fSOs during this cycle because 
not all checked baggage TSOs would have compkaed training on the 
onscreen resolution protocol by the time recertification testing was 
conducted at tl>eir airi)orts. ‘ ' In October 2005, TSA released guidanci' for 
screei\er rec^crtification that included m\ image recognition module for 
checked baggage and dual-function screeners trained in the onscreen 
alarm resolution protocol. 

In addition to enhancing its efforts to measure the perfonnance of TSOs, 
TSA also has developed tw'o perfonnance indexes to measure the 
effectiveness of the passenger and checked baggage screening systems, 
n^ese indexes measui e overall perfomtance through a composite of 
indicators and are derived by combining spet^ific perfonnance measures 
relating to passenger and checked baggage screening, respectively, Such 
measures can be useful in identifying shortfalls that might be addressed by 
initiatives to enhance the workforce, such as providing sp(3cial training. 
Specifically, these indexes measure the effectiveness of the screening 
systems through machine probability of detection and covert testing 
results;* efficiency through a calculation of dollars spent per passenger or 
bag screened; and customer satisfaction tlirough a national poll, customer 
surveys, and customer complaints at both airpoils and ISA’s national call 
center. We reported in May 2005 that the screening performance indexes 
developed by TSA can bo a useful analysis tool, but without targets for 


‘*As of January 7, 2005, TSA r(‘|K)rtwl fJtai. its workforce included apfnoxiiuately 
25,947 d«al-f,raiTH’d screencris who w«‘ve certified l<> setvo as passenger oi' baggage 
screeitoi-s, 

'ISA's onscreen resolution pioUK-ol roquires dial when an ElJS niacitinc alarm goes off, 
indic^ng the possibiiiiy of explosives. TSA screerters, by reviewing computer generated 
image.s of the inside of the bag. aUentpt to dcterniine wheUicr or noi a suspoci item fn' 
items are in fact explORtvo materials. If the screener is unable to make thisdetcrminaiiot?, 
the bag is diverted front tlK* main conveyor belt into an area where it receives a secondary 
screening by a senrener witli an ETO niachine. 

“’According to TSA, the rnacdiine probabilities of detection are established by the 
certification standards for each particular model of mar-hines. and machines arc not 
deployed unless they liav'e met those standards 
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each component of the index, TSA will have difficulty performing 
meaningful analyses of the paits that make up the index. For example, 
without performance targets for covert testing, TSA will not have 
identified a desired level of petfonnance related to screener detection of 
threat objects. Performance targets for covert testing would enable TSA to 
focus its improvement efforts on areas determined to be most critical, as 
100 percent detection capability may not be attainable. '' in January 2005, 
TSA officials stated that the agency planned to track the perfonnance of 
individual index components and establisit performance tai’gets against 
which to measure these components. Since then, TSA has finalized targets 
for the indexes, including targets for passenger and ciiecked baggage 
covert testing. 


TSA Has Made 
Progress in Providing 
Regulatory Oversight 
of Airport and Air 
Carrier Security 
Activities, but it Could 
Better Target 
Workforce Resources 


'I’SA has taken steps to .strengthen oversight for key areas of aviation 
security, including domestic air caigo security operations conducted by air 
carriers, and airport perimeter security operations and access controls 
carried out by airport operators. For air cargo, TSA has incTeased the 
number of inspectors used to assess air carrier and indirect air carrier 
ciompliance with security rec[uirements, and has incojixirated elements of 
risk-based decision making to guide air cargo security needs. As of 
October 2005, however, TSA had not developed perfonnance measures to 
determine to what extent air carriers and indirect air carriers are 
complying with air cargo security requirements, limiting TSA’s ability to 
effectively taiget its workforce for future inspections and fulfill its 
oversight responsibilities. On aiiport premises, TSA had, at the time of our 
2004 re\iew, begun evaluating the security of airport perimeters and ti\e 
controls that limit access into secured airport areas, but had not 
completed actions to ensure that ail airfiort workers employed in thevSO 
areas were vetted prior to hiring atid then trained. 


"^'I’SA’s measures for covert testing are passenger .s(.;rcenor covert t.est resuirs (pei’cemage 
of TSOs rrorreotiy klentifying anri resolving threat images) and baggage sci eener covert test 
results (percentage of TSOs correctly identifying aiut resolving thirial images). The targets 
fur these measures are classified. 
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Additional Action Needed 
to Strengthen TSA 
Inspections and Oversight 
of Domestic Air Cargo 
Security 


We reported m October 2005 that TSA had significantly increased the 
number of domestic air cargo inspections conducted of air caixier and 
indiit'ct air carrier compliance with security requirements. ' We noted, 
however, that TSA l\ad not developed performance ineicsures to det(;nnme 
to what extent air caniers and irKiirect aii- cai riers were complying with 
security requirements, and had not anal>’zefl the results of inspections to 
systematically tai'get future inspections on those entities t hat pose a higher 
security risk to the domestic air cargo system. Without these perfointance 
measures and systematic analyses, TSA will be limited in its ability (o 
effectively target its workforce for future inspec tions and fulfill its 
oversiglit responsibilities for tliis essential ar ea of aviation security. We 
aJso reiKirted on other actions that TSA had taken to focus limited 
resom-ces on die most critical security needs, 


Our analysis of 'PSA’s inspection records ' ’showed that between January I, 
2003, and January 31, 2005, TSA conducted 36,635 cargo inspecitions of air 
caiTiers and indirect air carriers and found 4,343 \1olations.^'’ Although 
TSA had compUed this infonnation, the agency had not determined what 
constitutes an acceptable level of performance or compared air carriers’ 
and indirect air carriers’ performance against this standard. Without 
measmes to determine an acceptable level of compliance with air cargo 
security reciulrenmnts, TSA cannot assess tlie poil'ormance of individual 
air carriers or indirein air earners against national perfonnance averagCvS 
or goals that would allow TSA to target inspections and other actions on 
those that fall below acceptable levels of compliance. Acx'ording to TSA 
officials, the agency was working on developing short-temi and long-term 


’’’(/AO, A vinaoii Sreuiiiy: FctU'tii! Action i\'o€<fe<i to DomefsticAir Ovgo 

SiK'oriiy, (iA()-0(>-T(» (WashingUm. D.C.: CVl 17. 2(K)f)). 

'"T^A eslablislicil an autonuUccl Pcrfomiaiice and Rfsuirs infonnation System (PAKfS) to 
compile ilie results of cai'go inspections and the ac-tions laken wlien cioluUoas are 
uientified. The P.^UIS datahast'. established in ,Iu!y 2003, pro\'ides TSA a Wc’l> ba.sed 
ineihod for eniering, storing, and i-etTieWng peiformance activities and infotTnatjon on J’SA- 
regulaled entities. Including air carriers and indirect, air carrier.^. PARIS inciudos j)rori|ps 
for each entity, ittspeciions conducted by'l^A. incidents that occur throughout the natioii, 
.such as insbmeesof bomb threats, and investigations that arc prompted by incidents or 
ins|)ectioii findings. 

‘'"We reqtiested all of l^A's conijiUafure ins^K-ction data, starting in Novtnnber 2001. 
According to ’fSA, agency elTon.s to conduct air cargo compliance inspections diiritig 
calendar years 2001 and 2002 were minimal Moreover, documentation of inspection rc^sults 
for that peii<xl was proiilematic in part because of Uu* way the Fodojal Aviation 
AdminisUiition rc})orted compliance inspection data, which made it difficult to migrate the 
FederiU Aviation Administration’s data int(» TSA's PARIS systein. 
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oulcome measures for air cargo security, but they did not pro\ade a 
timetable for when this effort would be completed. 

In addition, TSA had taken initial steps to compile information on the 
tesuUs of Its compliance inspections of air carriers and indirect air carriers 
and identify the most fireqiient types of violations found. For exaitipk^ 
from January 1, 2(X)3, to January 31, 2005, TSA identified \aoiations 
committed by air carriers and indirect air carriers involving 
noncompiiance with air cargo security requirements in several areas — 
such as cargo acceptance procedures, access control to cargo facilities, 
and physicjil cai^o inspections— that TSA had determined to be high-risk 
because they would pose the greatest risk to the safel y and security of air 
cargo operations. TSA identified indirect air carriers' failure to comply 
with their own security programs <rs the area with the most violations, 
wtiich according to TSA officials is due, in part, to indirect air carriers’ 
unfamiliarity with air cargo security requirement s. While TSA had 
klenlified frequently occurring riolations, it had not yet detennineci the 
spotdfic area of violation for a large number of inspections, In addition, 
TSA could not identify how many of its 36,635 inspections (jovered each 
air cargo security requirentent. As a result, TSA could not determine the 
compliance rate for each specific area inspected. Without complete 
information on the specific air cargo secrurity requirements that air cairiers 
and indirect air cairiers \iolaied. as well as the number of times each topic 
area was inspected. TSA was limited in its ability to detennine the 
compli^Kc rates for specific air cargo security requirements mid 
effectively liirget future inspections for air cargo security reciuircments 
that w'cre most frequently violated and the air cairiers and indirect air 
carriers that violate them. In June 2005, TSA officials informed us that in 
the future they intended to compile infonnation on the number of 
instances in which specific air cargo security requirements wore 
inspected. 

In addition, while* TSA compiled infonnation on the results of its 
compliance inspections, the agency had not yet systematically analyzed 
these results to target futun* inspections on security requirements ?inci 
entities that pose a higher risk. Analyzing inspection results would be 
consistent witli our internal control standards calling for comparisons of 
data to identify relationships that could f'onn the basis for corrective 
actions, if necessary.^' TSA officials and the agency’s fiscal year 2005 


"(jAO. IntenyaJ Contmi Miwagement atul fCvnIuatinn Tool, G<\O-01-U)0S(t (Washin^ion, 
D.C.: August 2001). 
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annual domestic inspection and assessment plan identified the need for 
such analyses. According to TSA officials, the agency iiad recently iiired 
one staff pereon to begin analj^zing inspection data. In June 2005, TSA 
officials also stated that the agency wiis working to revise its Perfomiance 
and Results Information System database to allow for' mor e accurate 
recording of inspection violations. However, the agency had not 
systematically analyzed the results of its inspectiorts to target future 
inspections of those entities that pose an increased security risk. Without 
an analysis of the results of its inspections. TSA had a limited basis t;o 
detennine how best to allocate its inspection resources. 

Further, analyzing key program perfonnanco data and using the results of 
this analysis to effectively ali(x.'ar.c resources are consistent with elements 
of a risk management approach. Specifically, imalyzing the results of 
compliance inspection data could help focus limited inspection resources 
on those entities posing a higher security risk, Such targeting is important 
bec:ause TSA may not have adequate resoxirces to inspect all air carriers 
and indirect iiir carriers on a regular btisis. For example, as w'e reported in. 
October 2005, according to TSA inspection data for the period from 
January' 1, 2002, to Januaiy 21. 2005, compliance inspections identified a 
greater incidence of violations by indirect air carritM’s than by air carriers. 
In addition, the percentage of inspections of air carriers that did not 
identify a violation of air cai'go security requirements was significantly 
higher than that for in<lirecl air carriers. According to TSA officials, the 
agency was taking steps to enhance its ability to conduct oompIiaTice 
inspections of indirect air carriers.^' 

To further target its inspections, TSA wa.s conducting special emphasis 
assessments, which include te.st.ing to identify air cargo security 
weaknesses."*" On the basis of its review of compliance inspection results 
for the period of Jjmuary 2003 to Janviary 2005, TSA identified 25 indirect 
air carriers atul 11 air earners witJt a history of violations related to air 
cargo s(K:urity rcKiuiremeiUs. TSA officials stated that the agency l>egan 
conducting tests on these air carriers and indirect air ciarriei s in April 


*^FatHor.s accounting for flic JimitcU number of TSA comptiatice insp't'riions of imiirect iiir 
carriei' fa<rj|jl.ift.'? arc .sensitive security inibnnation and discus.s<i(j in tiic iesuic;i.HCl version 
of ibis report, GAO-0-5-446Slt 

■‘ ‘AccordiTig to TSA, special emphasis assessments arc tiisiincf from ageney efforts to 
condu<’l covert testing by TS.A’s OITice of Intenial .Affaiis and Program Ro\new. 
testing is typically done by undercover TSA agents and includes testing tbe socunty 
procedures at passenger chock points and ajrj>oit access controls 
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2005. TBA oiTtcials Stated that the agency planned to conduct additional 
tests. However, TSA officials stat('d that tJte agency had not yt^t 
determined how it will use the results of its testing program to Iielp 
interpret the results from its other compliance inspection efforts. TSA had 
also not analyzed inspection results to identify additionjil targets foi- fulun' 
testing. Such analysis could include focusing compliance testing efforts on 
air carriers md indirect air carriers witii a history of air cargo security 
violations related to high-risk areas. 

has made efforts to incorporate risk-based decisiott nraking into 
securing air cargo, but has not conductetl assessments of air cargo 
vulnerabilities or critical assents (cru'go facilities and aircraft) — two crucial 
eJements of a risk-based management approach without which TSA may 
not be able to appropriately focus its resoiuxx^s on the most critical 
security mnids. TSA also completed an Air Cargo Strategic Plan in 
November 2003 that outlined a thieat-based risk managcnieni. approacii 
and identified stxategic objectives and priority actions for enhancing air 
cai^o security. Then, in November 2004, TSA issucKl a proposed air t.-argo 
.security rule to enhance aitd improve the sec^irity of air c^irgo 
transportation.^’^Wheu finalized, TSA Intends foi' this rule to implement 
most of the objectis es set forth in the strategic plan. TSA had also not 
completed a methodology for assessing the vulnerability and criticality of 
air cargo assets, or established a sc:hedule for conducting swh 
assessments because of competing agency efforts to address other areas 
of aviation s(?curity. 

TSA had o^slablished a centralized Known Shipper database to streamline 
the process by which shippers (individuals tind businesses) are made 
known to earners with whom they conduct business. However, the 
infonnation on the urimn se of shippers was incomplete because shipper 
participation was not mandatory and the data had not been thorijughly 
reviewed. TSA estimated that the database represented less than a third of 
the total population of known shipjjeis. Futlher, TSA had not taken steps 
to identify shippeis who may pose a security threat, in pait because TSA 
had incomplete infonnation on known shippers. TSA wtts at tempting to 
address this limitation by its Nov'ember 2004 proposed air cargo security 


'‘'‘Rf!sulls of TSA’s tests are considered s(>nsili\c socuniy informatioi and rlescribcd in rJic 
sensitive security version of this report G.AO-(>5-446S{,J. 

Air (.’argo Security Rerjuirements, 69 Keel. Reg. 65,258 {pro}K)secl Nov. 10, 2004) (to be 
codified at 49 C.F.Kpts. 15-1{4-18). 
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rule which would make the Known Shipper database mandatory. This 
would require aii’ carriers and indirec! ait carriers to submit information 
on their known shippers to TSA’s Know’n Shipper database. F’inaily, TSA 
plans to take further steps to identify those shippers who may pose a 
security risk. 


In addition, TSA established a requirement foi' randont inspection of air 
cargo to address threats to the nation’s aviation transportation system and 
to reflect tlie agemry’s positioji that inspecting 100 percent of air cargo was 
not technologically feasible and would be polentialiy disruptive to the flow 
of air commerce. However, this requirGmenf, whicit was re\ased in 2005 to 
increase the percentage of ins{)ections reejuired, contained exemptions 
based on the nature and size of ('argo rhal may leave the air cai go system 
vulnerable to terrorist attack. TSA’s plans for enhancing air cargo security- 
included implemeirting a system for targeting ele\’ated risk cargo for 
inspection.''' Although the agency acknowledged tliat the successful 
development of this sy.st.etn was contingent upon having complete, 
accurate, and mirrent targeting infoimation, the agency had not yet. 
completed efforts to ensure infoimation that will be used by the system is 
reliable. 

Farther, through its pi-uposed air cargo security rule, TSA planned to 
itMjuire air cairiers and indirect air carriers l.o secure air cargo facilities, 
screen all individual persons boarding all-cargo aircraft, and conduct 
security checks on air <rai-go vvorkei?i. In commenting on the proposed air 
cargo security nde, industry .stakehoklers representing air carriers, 
indirect <ur carriers and airport, authorities stated that .several of the 
proposals, including those nu‘ntioned above, may bo costly and difficult to 
implement, and that 'I’SA may have underestimated the costs associated 
with irnidemeiuing these proposed measures, Our analysis of TSA’s 
estimate also suggested that it may l\ave been an underestimate. TSA 
stated that it plans to reassess its cost estimates before issuing ibs final air- 
cargo security mle. 


*‘niLs systf ni, Tefeired to as fVeighl A.s,s(!ssnu‘ni., would largoi elevai (Kt lisk cargi^ for 
jnspeuUoH W minimize the agency's i-eliance <ni random inspect ioTis. Thi.s system is 
suppOJ«‘»l to compare information on individual cargo shipments and -siuppers, among 
other things, against targeting criteria toassigii a risk level to cargo. This would subject 
eltrval.ed risk cargo to additional inspectitm tlirough physical seaiche.s oi non intrusive 
technology. 
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In October 2005, we made several rcconin\endations lo assist TSA in 
sli engtiiening the security of the doniostic aii cargo l.i’ansporlatioii 
system.^' These recommendations inchided ( 1 ) developing a methodology 
and schedule for completing assessment s of air cargo vulnerabilities and 
ciiUcal assets; (2) rcexamimng the rationale for existing air cargo 
inspection exemptions; (3) developing measures to gauge aii caiiier and 
indirect air caitier compliance with air cargo security requirements; 

(4) developing a plan for systematically analyzing and using the results of 
air cargo compliance inspections to target future inspections and identify 
system wide coiTective actions; (5) asst'ssing the effectiveness of 
erdbr(*ement actions in ensuring air (barrier and indirect air carrier 
compliai>c(? with air cargo security rt'quirements; (6) and ensuring that the 
data to be used in the Freight Assessment System are complete, accurate, 
and current. DIIS agreed with our recomrnertdations. We cmrently have an 
ongoing review assessing the security of air cargo entering the United 
States from foreign countries. 


Further Steps May Be 
Needed to Strengthen TSA 
Oversight of Commercial 
Airport Perimeters and 
Access Controls 


As discussed previously, <ir)mestic commercial airport authoj'ities have 
primary' responsibility for S('cuiing airport. p(?rimet:ers mid restricted areas, 
whereas 'I'SA conducts regulatory inspections to help ensure that airport 
auUiorities are complying with TSA security requirements. Wo reported in 
.June 2004 on TSA’s efforts to slrengtlien the security of airt>ort perimeters 
(such as airfield fencing and access gates), the adequacy of controls 
restricting unauthorized access to secured areas (such as building entry 
ways leading to airciiift), and security measures pertaining to individuals 
who work at aupoits. “ At the time of our review, we found TSA had begun 
evtUuating commercial iiiipoit security but needed a better approach for 
assessing results. In addition, TSA required criminal history records 
checks and security awareness training for most, but not all, the airport 
workers calk'd for in A'FSA. I'>iithei\ TSA did not; require air|>ort vendors 
with direct acH;ess to the airfield and aircraft to develop security programs, 
which would include security measures for vendor employees and 
property, as inquired by ATSA. 


TSA is responsible for, aitd, at the time of our 2004 review, had begun 
evaluating the security of airport perimeters and the controls that limit 


'•(5AO-06-76. 

‘''(iAO. Aviatjon security: FU/i/ter Stops Nco<k‘ti to Stjviigtlwa tho Socarity of Coinmorcial 
Aiijyort Porinu'tors and Actress Controls, VrAO-04-728 (Wa-shington, June 4, 2004). 
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access into secured airport areas, but iiad not yet detennined how tiie 
results of these evaluaticHis could be used to make improvements to the 
nation's ain^ort system as a whole. Specitlcaily, we found that TSA had 
begun conducting regulatory compliance inspections, covert testing of 
selected security procedures, and vulnerability assessments at sehxded 
airpoits. '^These evaluatiorts — though nol yet ccjmpleted at the time of our 
lepori — identifted perimeter and access control security c;oncems. For 
exantple, TSA identified instances where airport operators failed to 
comply with existing security requirements, including requirements 
related to access control.'" In addition, TSA identified threats to perimeter 
and acce.'® control security at each of the aiiports where vatlnerability 
assessments were conducted in 2003. TSA had plans to begin cx>nducling 
Joint vulnerability assessments witti tlie Federal Bureau of Investigation 
(FBI) but had nol yet determined how^ it would allocate existing resources 
between its own independent airport assessments and the new joint 
j^sessments, or developed a schedule for conducting future vulnerability 
assessments. In addition, TSA had not yet detennined how to use the 
results of its inspections in conjunction with its efforts to conduct covert 
testing and vulnerability tisse.ssmen{s to enhance the overall security of the 
nation’s commercial airiJort system. 

In June 2004. we also reported that background checks were not required 
for all ain>ort workers. TSA re<iuires most tiirfioit workers who perfonn 
duties in secured and sterile areas to undergo a fingerprint-based criminal 
histoiy records check. TSA fuitlrei’ letpiires aiiport operators to compare 
applicants' names against TSA’s aviation security watch lists.''" Once 
workers undergo this review, they aie granted access to airport, areas in 
\vhic:h they perfonn duties. Itoi' example, those workers who iiave been 
granted unescorted access to secured lireas are authorized access to these 
areas without undergoing physical scieening for prohibited items (which 
pa.sscngers undergo prior to boarding a flight). To m(?et; TSA requireinenls, 
airport operators transmit applicants’ fingerprints to a TSA contrat^or, 


'''Our evaluaiion of'PSA’s covert totiting of aiiport accc.ss < oiUrols wa.s dasiified and was 
discujweU in a separate I'lassifiecI report, 

'■“49 U.S.C. § 441ri6 requires aiipotts and air caiTioix to conducl nngoqtrint-based cnminiil 
history reirords checks for aU workers seeking unt\scorre(l a<'f:ess to tlie Swtirity 
IdentificaUon l)i.spiay Area. Si)f?cincally. no io<lividual may be given uin:.sc’t)iipd at;cess 
authority if he or she has been convicted, or found not guilty by reason of insanity, of any 
of 28 disiiualifying offenses during the 10 years beii^rc die date of the individual’s 
ajiplicarion for unescorted aceeas authority, or wiiile t,Jie individuaJ ha.s unescorted access 
authority 
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who ill turn forwards the fingerprints to TSA, who submits them to the FBi 
to be checked for criming histories that could disqualiiy an applicant for 
airport employment. In March 2006, that TSA contractor reported that its 
background cIearinghoiL<w system liad processed over 2 million criminal 
histoiy record checks of aiiixih. and airline employees. TSA also rtxjuires 
that airport operators verify that, applicants’ names do not appear on ISA’s 
"no fly” and “selectee” watcli lists to detennine whether applicants are 
eligible for employment.'" 

Atrcording to TSA, by December 6. 2002, all air]>r>rt, workers wlio had 
unescorted access to secured airpfirt areas — approximately 900,000 
indriiduais nationwide — ^had undergone a fingerprint-based criminal 
history records check and verification that they did not appear on ISA's 
watch lists, as required by regulation. In late 2002, TSA required airport 
operators to conduct Rngcrprint-based checks and watch list verifications 
for an additional aj^proximately HK),000 airport w-orkers who perform 
duties in sterile areas. As of April 2004, TSA said that aitp'ort operators liad 
completed all of these checks. 

ATSA also mandates tliatl’SA require aiiport operators and air carriers lo 
develop security awareness training programs for airj>ort workers si,i(‘h as 
ground crew.s, and gate, ticket, and curbside agents of air carriers. '^ 
Howcvejr, while TSA requires such training for these airport workers if 
they have unescorted access to secured areas, the agency did not require 
training for airport, workers who perfonn duties in sterile airport areas.'’' 
According to TSA, training rcHiuirements for these aiiport workers have 
not been established because additional training would result in increased 
costs for aiiport. operators. 

Further, TSA had not addressed the act’s provision that calls for the 
agency to require that airport vendors w-ith direct access Co the airfield and 
aircraft develop security jirograms to address security measures specific 


''ns.V’s m)-ny list contains the nawc.s of individuals that pose, or an,? suspected of posing, a 
threat lo civil aviation or national security. Individuals on tins list will not ho pormilted to 
bi>ard an aircraft. There is also a.selootc'C pmeess by which itHlivichial-s who n^ect certain 
criioria ^ set aside for ad<fitional scre<ming. 

■'"Ihib. L No. 107-71. § 106{.eJ, 115 Stat. at 010. 

regulations governing secudty training aie virtually the same as tiio.s<? reqtiired 
pn'vioiidy under the regulations as ;MJminisK*rp(J by FAA. 
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fo vendor employees (companies doing business in or with th(i aiii)oit). 
TSA said that expanding requirements for background checks and security 
awareness training for additional workers and establishing requirements 
f or vendor security programs would be t:ostly to miplenteni and would 
require time-consuming rule-making efforts to assess pottmtial intpaets 
and obtain and incorporate public comment oir any proposed, regulations. 

In June 2004, we recommended, and DHS generally agreed, that I’SA better 
justify future decisions on how best to i^roceed with ser-urity evaluations 
and implentent additlontU mejisures to reduc-e the poteritial security risks 
post‘d by airport workers. In July 2004, in response t o our 
recommendations, TSA m^ide several improvements in these ar eas, 
lltrough the Issuance of a series of security dirc^ctives, including requiring 
enhmtced background checks and impr(.)ved access c:ontrols tor airport 
on\ploye(?s whr) work in restricLetl airj)ort areas. 


Concluding Since its inception, TSA has achievtni significant progress in deploying its 

^ ^ federal aviation security workforce to meet congressional mandat es 

Observations related to establishing passenger and checked baggage screening 

operations. Witli tlie initi<il congressional mandates now largely met, TSA 
has itimed its attention to more systematicaJly deploying its TSO 
workforce and assessing and enhancing its effectiveness in screening 
passengers mul checked baggage. TSA has developed a staffing model 
intended to identify the necessary levels of TSOs to support airi)ort 
screening operations. However, given the challenges TSA faces in 
determining appropriate staffing levels at airports, it is critical that TSA 
careJ'uUy consider how it strategit*aliy hires, deploys and manages its TSO 
workforce to hel{) strengthen its piissenger and checked baggage 
screening programs. In addition, as threats and technology evolve, it is 
vital that TSA continue to enhance training for the 'I’SO workforce, Over 
the pa.si. several yetirs, I'SA has strengthened its TSO training lu'ograin in 
an effort to ensure that 'I'SOs liave the knowledge and skills needed to 
su(’cessfully perfonu their screening functions. However, without 
addressing the challenges to delivering ongoing training, including 
installing high-speed connectivity at airport, training facilities, TSA may 
have difficulty maintmning a screening workforce that possesses the 
critical skills needed to perform at a desired level 


U.S.C. § 44Wj3(h}(4Xd) 

* lias taken other actions Uu\t are oonsicleitHi sensitive secuilty inJbnnalion. 
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Tlie importance of the nafion’s air cargo security system and the liiruted 
resoiu'ces available to protect H- under scoi e tlio nc^ed for a risk 
management approach loprioriti/.e security efforts so that a proper 
l>aiance between costs and security can be achieveti TSA has t aken 
important steps in establishing such a risk management approach, hut 
more work remains to be done to fully address the risks posed to air car go 
security, including assessments of systemwide vulnerabilities and critical 
assets. Without such assessments, TSA is limited in its ability to focus its 
resourc-es on those air cargo \ailnerabilities that represent the most critical 
s(Hmril.y needs- In addition, without performance measures to gauge air 
caj rier and indirec;t air carrier compliaticc with air cargo security 
r e( 4 uiroments and analyzing the rr^sults of it s compliance irisptictions, TSA 
cannot effectively fo<';us its inspection resources on those entities posing 
the greatest risk. In addition, TSA's goal of developing a system to tai'get 
elevated risk cargo for inspection without impeding the flow of air 
conimerce will be difficult to achieve without ensuring that the 
infonnalion used to target such <mrgo is complete, accurattN and current. 
By addrovssiirg these ai’eas, 'PSA w^ould build a better basis for 
strengthening air cargo security as it moves forward in implementing risk- 
based security initiatives. 


Mr. (Ihainnan, this concludes my stmement. 1 would be pleased to answer 
any questions that you or other members of the Committee may have at 
this time. 


Contact Information 


For further information on ihis testimony, please contact at 
Cafhleen A. Berrick, (202) 512-3404 or benickc<«?gao.gov. Contact points 
for our Offices of Congressional Relations and Public .\ffairs may be found 
on the last page of this statement. 


In addition to the contact named above, Kristy Brown, Phil Caramia, Kevin 
Copping, Glen Darts. Ghristine Fossett, Thomas Lombardi, Liana lk)on, 
and Maria Slnidwick made key contributions to this testimony. 
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Mr. Porter. Thank you very much. 

Next we have Mr. Robert Jamison, the Deputy Secretary of Secu- 
rity Operations, Transportation Security Administration. Before 
you begin, I would like to comment from a Las Vegas perspective 
that although we still have our challenges, TSA has worked very 
closely with McCarran International in being a destination airport, 
unlike the Atlantas of the world, or my colleague from Chicago, 
O’Hare, with folks that are passing through. But work very closely, 
especially in the early days we had some challenges, right, Jim? 
We had a few challenges because of our visitor volume, and with 
the times or whatever, the electronic convention, or what type of 
show was in town, we learned together. And I would like to com- 
pliment TSA again. I have my areas where I can be critical, and 
will at some point, but I think there has been a lot of cooperation, 
and appreciate what you have done. 

STATEMENT OF ROBERT JAMISON 

Mr. Jamison. Thank you, Mr. Chairman. I know Jim thanks you, 
as well as Jose in Las Vegas. 

Good afternoon. Chairman Porter, Ranking Member Davis and 
members of the subcommittee. Thank you for this opportunity to 
discuss TSA’s role in enhancing aviation security. I will focus my 
remarks today on TSA’s role in vetting workers at our Nation’s air- 
ports and controlling access to secured areas of the airport. 

As you know, there are numerous independent layers of security 
aimed at protecting America’s transportation systems, and in par- 
ticular our aviation system. These include intelligence gathering 
and analysis, checking passenger manifests against watch lists, 
physical screening of passenger and carry-on bags and checked bag- 
gage, the presence of Federal air marshals, TSA-authorized Federal 
flight deck officers, reinforced cockpit doors, and systems for vet- 
ting TSA employees, airline employees, and airport workers who 
have access to the secure areas of our airports. 

All TSA Transportation Security Officers undergo a comprehen- 
sive two-part background investigation process. The first is the pre- 
employment background investigation that is conducted by 0PM, 
and includes a fingerprint-based criminal history records check 
processed through the FBI, as well as a name-based check by TSA 
against approximately 10 different terrorism wants and warrants 
and immigration data bases. If pre-employment screening is favor- 
able, further background checks are conducted through OPM’s Ac- 
cess National Agency Check with Inquiries. The TSO is permitted 
to begin employment while the second interview is under way. This 
vetting of TSOs is the equivalent of the secret level clearance 
check. 

Non-Federal employees and contractors who seek employment at 
our Nation’s airports are also subject to vetting. They too are the 
subject of an FBI fingerprint-based criminal history records check 
prior to employment. Simultaneous with the FBI’s check, TSA con- 
ducts the first of what will be a perpetual name-based security 
threat assessment of the name against its terrorist and other data 
bases. Any name that is a possible match to a data base is referred 
to appropriate law enforcement or intelligence agencies to deter- 
mine whether the individual’s identity can be verified and whether 
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the individual poses a threat to aviation. TSA informs airlines or 
airports if an individual’s access to secure areas must be denied or 
rescinded. 

Generally, in order to access sterile secured areas, anyone who 
has not been issued a SIDA badge for a particular airport, includ- 
ing airport and airline personnel, vendors and contractors, and 
even other TSA employees, must pass through a TSA security 
screening checkpoint and submit to the same physical screening 
process that passengers must pass through before boarding an air- 
craft. 

Airport operators are responsible for developing and implement- 
ing TSA-approved airport security programs and procedures and 
processes to control the sterile, secure and SIDA access areas. 
These programs include badging, a challenge program, and a com- 
pliance regimen. All entrances must be secured, which is generally 
accomplished by guards by electronically controlled locks. Nearly 
1,000 TSA aviation security inspectors ensure that airports and air 
carriers comply with the regulatory requirements. 

Mr. Chairman, each of the many aviation security layers we have 
in place is by itself capable of stopping a terrorist attack. We recog- 
nize that despite our efforts to make each one as strong as we can, 
it is still possible to devise ways to beat any one of the individual 
layers. But there is a tremendous power in layers. Truly, the whole 
is greater than the sum of the parts, and together they are for- 
midable. 

Today we are in a transition point at TSA. We are moving from 
a startup mode. Large-scale acquisitions and centralized hiring and 
rigid standardized operating procedures were required to quickly 
stand up the agency to becoming a more dynamic, flexible agency 
that can respond to changing conditions and threats. By building 
unpredictability into our screening and oversight operations, de- 
ploying new technology as it becomes available, and utilizing all of 
our resources more flexibly, we can continue to improve the for- 
midable system of layered security that now exists. 

Thank you again for the opportunity to testify, and I would be 
happy to respond to your questions. 

[The prepared statement of Mr. Jamison follows:] 
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LiNn ED STATES DEPARTMENT OF HOMELAND SECliRiTY 
TRANSPORTATION SECURITY ADMINISTRATION 

STATEMENT OF ROBERT JAMISON 
DEPUTY ADMINISTRATOR 

Before the 

U.S. HOUSE OF REPRESENT ATIVES 
COMMITTEE ON GOVERNMENT REFORM 
SUBCOMMITTE ON FEDERAL WORKFORCE AND AGENCY 
ORGANIZATION 

April 4, 2006 

Good afternoon, Chairman Porter, Ranking Member Davis, and Members of the 
Subcommittee. Thank you for this opportunity to discuss the Transportation Security 
Administration’s (TSA) role in enhancing aviation security and how we work with Federal, 
Slate, and local partners in the management and operation of our Nation’s airports. It is a 
pleasure to appear before the Subcommittee with the distinguished representative of the 
Office of Personnel Management ~ an agency with whom we coordinate in carrying out 
our aviation security mission. 

The Role of the Transportation Security Administration 

Created in the aftermath of the 9,/l 1 terrorist attacks w ith the Aviation and 
Transportation Security Act (ATSA), P.L. 107-71, as its statutory foundation, TSA has 
worked with the airlines, airports, the shipping industry, flight crews, law enforcement, and 
passengers to take aviation security orders of magnitude beyond where it stood on 9/11, 
Today we have numerous independent layers of security that, together, create a formidable 
security network. These layers include checking passenger manifests against teiTorist 
watch lists; physical screening of passengers; physical screening of carry-on bags and 
checked baggage; airport security regulations and inspections; and the presence of Federal 
Air Marshals and TSA-authorized anned Federal Flight Deck Officers on flights. These 
measures also include systems for vetting and physically screening TSA employees, airline 
employees, and airport workers who have access to secure areas of our airports. Based on 
the particular interests of the Committee, my testimony today w'ill focus on the vetting and 
screening systems for TSA employees and othem who have access to secure airport areas. 

Vetting Federal Employees, Contractors, Airline and Airport Personnel 

All TSA, airline, aiiport, and aiiport vendor employees or contractors w'ho have 
access to secure areas in regulated airports have undergone extensive background checks. 


1 



TSA Transportation Security Officers, who conduct passenger, baggage, and cargo 
screening at airports, undergo a two-part background investigation process. TSO 
applicants arc first subject to a pre-empioyment background investigation. This 
investigation features the Office of Personnel Management (0PM) Special Agreement 
Check which is a fingerprint based criminal history check that is processed through the 
FBI. If the pre-employment investigation is favorable and the applicant accepts a position 
with TSA, the individual then is subject to further background checks through OPM’s 
Access National Agency Check with Inquiries (ANACl). The TSO is permitted to begin 
employment while the AN.ACl is underway. If derogatory information is developed, the 
individual is afforded an opportunity to address the information obtained during the 
investigation. If the information is not favorably resolved, the individual is removed from 
Federal service. 

Other TSA employees undergo a similar investigation process. A pre-employment 
check is conducted to determine suitability, followed by a second, more in-depth 
investigation. The particulars of the second investigation are determined by the level of 
access required for the position (c.g.. Secret or Top Secret) after the employee begins 
employment. According to OPM’s quarterly report for the first quarter of fiscal year 2006 
(October 1, 2005 to December 31, 2005) a Minimum Background Investigation for TSA 
employees who require access to Secret information takes approximately 27 days when 
priority service is required, and 106 days when standard service is needed. 

All airline and airport employees and contractors who require unescorted access to 
secure areas of the airport arc subject to both fmgcrprint-based criminal history record 
checks and name-based background checks. Prior to employment, airlines and airports 
send fingerprints and other biographical information to the American Association of 
Airport Executives (AAAE) Transportation Security Clearinghouse, which conducts 
quality control on the information, accepts paper and electronic fingerprint submissions, 
converts the paper fingerprint submissions into an electronic format, and fomaats all data 
received into a single format for TSA. TSA then transmits to the FBI the necessary 
biographical information and fingerprint data to conduct a criminal history records check. 
The FBI returns the results of its criminal history records check to ISA’s secure 
Fingerprint Results Distribution website, where airline and airport employer security 
representatives can access the infoiTnalion and adjudicate the results based on 28 
disqualifying criminal offenses, which include forgeiy, unlawful possession of a weapon or 
explosive material, interfering with a flight crew or flight attendants, certain violent crimes 
causing bodily injury or death, treason, extortion, arson, and conspiracy. The disqualifying 
offenses are identified in section 44936(b) of Title 49 United Stale.s Code and implemented 
by 49 CFR 1542.209(d). 

Simultaneous with the FBI’s criminal histoiy records check, TSA conducts a name- 
based security threat assessment against approximately ten databases that include 
information related to suspected or actual terrorist activity', suspicious immigration and 
identify theft activity, and criminal wants and warrants. Beginning in September 2005, 
TSA began using a system of “perpetual” name-based vetting of all TSA, airline, airport, 
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and aiiport vendor employees and contractors. Under this system, each time a name is 
added to any one of the databases, alt individuals who currently have unescorted access to 
secure areas are immediately checked against the new information. 

Any applicant that meets the minimum criteria established by TSA as a possible 
match with information contained in these databases (during the course of the initial check 
or as part of the perpetual vetting process) undergoes further analysis. If, after that 
additional review, an individual is determined to pose or is suspected of posing a security 
threat, information about that individual is sent to appropriate law enforcement or 
intelligence agencies for further analysis. The law enforcement or intelligence agencies 
determine whether the individual’s identity can be verified and whether he or she continues 
to pose a threat or is suspected of posing a threat, and notifies TSA. TSA informs airlines 
or airports when an individual’s acce.ss to secure areas must be denied or rescinded. 
Individuals arc given an opportunity to correct any incorrect underlying identification or 
court records. Based on the information provided through this process, law enforcement or 
intelligence agencies may take further action with respect to an individual for whom 
derogatory information is found. 

Approximately 1 ,100 applicants are vetted each week. As of January 3 1 , 2006, 
there were 695,564 active Security Identification Display Area (SIDA) badges and 85,013 
active sterile area badges nationwide. Sterile areas are those areas beyond the passenger 
screening checkpoint, but inside the terminal area. SIDA badges are required to access 
areas beyond alarmed doors that are used for airport operations, where individuals can 
access the flight line, ramp, or aircraft. 

Access Control to Sterile and Security Identification Display Areas 

Generally, in order to access sterile areas of the airport, individuals who do not 
possess SIDA badges, including airport and airline personnel, vendors and contractors, and 
even TSA employees, must pass through the TSA security screening checkpoint. At these 
checkpoints, highly trained and motivated TSA Transportation Security Officers (TSOs) 
use complex specialized equipment, hand searches of carry-on bags, and pat-downs of 
individuals to identity and find weapons and explosive devices. This is the same physical 
screening process that passengers must pass through before boarding an aircraft. TSOs 
who work at security screening checkpoints receive extensive training, including an initial 
49.5 hours of classroom training and 65 hours of on-the-job training, and approximately 3 
hours of refresher training on a weekly basis. Additional cla.ssroom and on-the-job 
training is required to conduct baggage screening. 

Access to SIDA areas must be controlled and limited to authorized personnel, such 
as flight crews, cleaning crews, construction crews, and ramp crews. Control systems may 
include alarmed doors or gates, which are locked or guarded. When in a SIDA, an 
approved individual must display at all times a SIDA identification badge on their person 
above the waist and visible on their outermost garment. If individuals who are not cleared 
for unescorted access to the SIDA area require access to that area, they must be 
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accompanied or monitored by someone who has unescorted access and escort authority for 
that area. In addition, each airport operator must also establish and cairy out a challenge 
program that requires every individual with unescorted access authorization to secured 
areas, including SIDA areas, to ascertain or challenge the authority of an individual who is 
not displaying proper badge identification while present in the area, and to take action in 
accordance with the airport security program. 

Accountability 

Airport operators are responsible for developing and implementing TSA-approved 
airport security programs which set forth procedures and processes to secure sterile areas 
and SIDA, as well as other important security procedures, TSA works closely with airport 
managers in developing and approving these programs, recognizing that the unique 
features of each airport may require special provisions. 

Among other responsibilities, airport operators arc required to: 

• Create and issue identification badges that 

> convey a full face image with full name, employer, and identification number, 

> clearly indicate the scope of an individual’s access privileges, 

> clearly indicate an expiration dale, and 

> arc of sufficient size and appearance to be readily observable; 

• Retrieve expired identification badges of individuals who no longer have 

unescorted access autliority; 

• Promptly report lost or stolen identification badges; 

• Secure unissued identification badges and supplies; 

• Audit the system as necessary, but at least once a year; 

• Revalidate the identification system ifa minimum threshold of unaccounted badges 
is reached; 

• Reissue identification badges if badges arc lost, stolen, or otherwise unaccounted 
for; and 

• Ensure that only one identification badge is issued per individual at a time, unless 
because of his or her work, the individual is required to have more than one 
identification badge. 

Compliance with the airport security program and Federal security regulations is 
verified by almost 1 ,000 TSA Aviation Security Inspectors (ASls) including approximately 
300 air cargo security inspectors. They conduct regular and unpredictable inspections. 
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identify security vulnerabilities and make recommendations to overcome those 
vulnerabilities, and investigate alleged violations of security regulations. 

Closing 

Mr. Chaimian, TSA’s mission is to protect the Nation’s transportation systems 
while facilitating the movement of people and commerce. As part of our risk-based 
strategic approach to aviation security, we work closely with our government and industry 
partners to ensure that workers with access to the most secure areas of our Nation’s 
airports have been thoroughly vetted and that access to those areas is limited to authorized 
individuals. 

'fhank you again for the opportunity to testily today. 1 would be happy to respond 
to questions. 
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Mr. Porter. Thank you very much. I would like to also recognize 
that the Customs and Border Protection were not able to be with 
us today, but they are submitting information and a statement for 
the record. 

I would next like to introduce Kathy Dillaman, Deputy Associate 
Director, Center for Federal Investigative Services, Office of Per- 
sonnel Management. Welcome, Kathy. 

STATEMENT OF KATHY DILLAMAN 

Mr. Dillaman. Mr. Chairman, Congressman Davis, thank you 
for the opportunity to testify before you today on the process used 
by the Office of Personnel Management to conduct background in- 
vestigations for personnel at the Transportation Security Adminis- 
tration. OPM’s mission is to ensure the Federal Government has an 
effective civilian work force. Having an effective work force means 
having a work force made up of people with varying degrees of re- 
sponsibility, therefore requiring varying degrees of background in- 
vestigations to ensure they meet the Government’s suitability re- 
quirements. 

At 0PM we are responsible for investigating every type of posi- 
tion in the Government, from low-risk public trust positions like 
mail clerks and customer service reps, to high-risk public trust or 
national security positions like auditors, nuclear material handlers, 
and baggage screeners. 

At 0PM, the division responsible for handling these cases is our 
Federal Investigative Services Division, headquartered in Boyers, 
PA. This division supports hundred of Federal agency security of- 
fices worldwide. Its automated processing systems and vast net- 
work of field investigators handle a high-volume of investigations. 
In fact, we processed 1.4 million investigations last year. 

In the last few years, as investigations have become an even 
more significant aspect of our mission, the number of 0PM employ- 
ees and contractors working on them has risen dramatically. In 
2005, the Department of Defense transferred responsibility for its 
personnel security investigations program, including 1,800 inves- 
tigative staff, from DOD to 0PM. This move consolidated the vast 
majority of background investigations for the Federal Government 
with 0PM. 0PM conducts investigations for TSA on Federal and 
contract airport screeners. In conducting background investigations 
on these positions, we work closely with TSA personnel. 

On the other hand, TSA conducts background checks for specific 
categories of workers, including those needing unescorted access to 
what is referred to as the Security Identification Display Area of 
an airport. Currently, TSA submits fingerprints to 0PM for airport 
screener applicants, as an initial screening tool prior to the initi- 
ation of the full background investigation. TSA then request that 
0PM conduct the Access National Agency Check and Inquiries in- 
vestigation on the airport screeners. This type of investigation in- 
cludes a search of national record repositories, such as the FBI fin- 
gerprint and investigative records, and DOD’s investigative index, 
a credit check, a search of military records, birth verification, and 
a check of Immigration and Naturalization records when appro- 
priate. 
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Additionally, 0PM sends letters of inquiries to employers, local 
police departments, schools and personal references to confirm the 
subject’s background claims, and to obtain information about their 
basic suitability for employment. Field investigators are sent to 
conduct local criminal history inspections of the subject if no re- 
sponse is received to the written inquiries from police departments 
where the subject lived, worked or went to school. 

Between 2003 and 2006, 0PM scheduled over 76,000 ANACI in- 
vestigations on airport screeners, of which over 1,700 were closed 
with major issues, and were referred to TSA for adjudication. 

As part of the Government’s effort to secure our Nation, the Of- 
fice of Personnel Management’s role is critical. We take this re- 
sponsibility seriously, and are committed to ensuring the Federal 
Government has an effective work force. 

Mr. Chairman, this concludes my remarks. I am happy to answer 
any questions you or other members of the committee may have. 

[The prepared statement of Ms. Dillaman follows:] 
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on 
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Background 

Mr, Chaimian and members of the Subcommittee, thank you for the opportunity to testi fy before 
you today on the process used by Office of Personnel Management (0PM) to conduct 
background investigations for personnel at the Transportation Security Administration (TSA). 

The Office of Personnel Management’s mission is to ensure the Federal Government has an 
effective civilian workforce. Having an effective workforce means having a workforce made up 
of people with varying degrees of responsibility; therefore, requiring vary'ing degrees of 
background investigations to ensure they meet the Government’s suitability requirements. .At 
0PM, we are responsible for investigating every type of position in Government — everything 
from low risk/low Public Trust positions like mail clerks and customer scrv'ice representatives to 
high risk/high Public Trust positions like auditors and nuclear materials handlers. 
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At OPM, the division responsible for handling these cases is our Federal investigative Services 
Division (FISD), headquartered in Boyers, Pennsylvania. This division supports hundreds of 
Federal agency security offices worldwide. Its automated processing systems and vast network 
of field investigators handle a high volume of cases. In fact, wc processed over 1.4 million 
investigations last year. 

In the last few years, as investigations have become an even more significant aspect of our 
mission, the number of OPM employees and contractors w'orking on them ha.s risen dramatically. 
In February 2005. the Department of Defense (OoD) transferred responsibility for its personnel 
security investigations program, including 1,800 investigative staff, from DoD to OPM. The 
move consolidated the vast majority of background investigations for the Federal Government 
with OPM. 

Processing Background Checks for Airport Personnel 

OPM conducts investigations forTSA on Federal and contract airport screeners. When 
conducting background investigations on these positions, we work closely with Transportation 
Security Agency (TSA) personnel. On the other hand, TSA conducts background checks for 
specific categories of workers— including those needing unescorted access to W’hat is referred to 
as Security Identification Display Areas (SIDA) ofaii airport. 

Currently, TSA submits fingerprints to OPM for airport screener applicants as a selection tool 
prior to initiating a fill! background investigation. TSA also has OPM conduct the Access 
National Agency Check and Inquiries (.ANACI) investigation on airport screeners. This type of 
investigation includes a search of national record repositories, such as the FBI fingerprint and 
investigative records and Department of Defense’s investigative index, a credit check, search of 
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military records, birth verificalion, and a check of immigraiion and naturalization records. 
Additionally, 0PM sends letters of inquiry to employers, local police departments, schools, and 
personal references to confinn the subjects’ background claims and to obtain information about 
their basic suitability for employment. Field investigators are sent to conduct local criminal 
history inspections of a subject if no response is received from police departments where the 
subject lived, worked, or attended school. Between 2003 and 2006, 0PM scheduled over 70,000 
ANACi investigations on airport screeners of which 1,700 closed with major issues that were 
referred to I SA for adjudication. 

Conclusion 

As part of the Government’s effort to secure our Nation the Office of Personnel Management’s 
role is critical. We take this responsibility seriously and are committed to ensuring the Federal 
Government has an effective workforce. 

Mr, Chairman this concludes my remarks. 1 am happy to answer any questions you or members 
of the Subcommittee may have. 
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Mr. Porter. Thank you very much. 

Next, I would like to introduce Dawn Lucini, who is from 
McCarran International, actually from southern Maryland origi- 
nally, now with McCarran International in Las Vegas. Again, 
Dawn, I appreciate you being here, and to Jose and the staff of 
McCarran. We appreciate what you are doing, so welcome. 

STATEMENT OF DAWN E. LUCINI 

Ms. Lucini. Thank you, Mr. Chairman, and thank you for the op- 
portunity to share with the subcommittee the views of the Clark 
County Department of Aviation, owner and operator of the Las 
Vegas McCarran International Airport, on how we are managing 
security while ensuring travel and tourism. Today, I will focus on 
procedures in place for employee background checks, including TSA 
requirements and how the Department interacts with Federal 
agencies charged with airport security oversight. 

Please accept our appreciation to you. Chairman Porter, and to 
the subcommittee for the continued attention Congress is devoting 
to aviation security. 

The role of the airport operator is critical to ensuring the safety 
and security of the national civil aviation system, while also ensur- 
ing that tourism and commerce is not impeded. In 2005, as the 
chairman mentioned, McCarran International Airport was the 
gateway to Las Vegas for over 44 million passengers, and we are 
on track to exceed that number in 2006. Currently, we are the fifth 
busiest U.S. airport by passenger volume. Las Vegas processes 
more passengers through security checkpoints than any other air- 
port in the Nation except for Los Angeles. 

As the Airport Security Administrator, I am responsible for en- 
suring the security and safety of the passengers, employees and the 
physical structure which is McCarran. As such, the Department 
must conduct criminal history records checks for all individuals 
prior to their commencing work at McCarran. As of today, we have 
over 18,000 individuals who have successfully passed these back- 
ground checks. The individuals are employees of the Department of 
Aviation, airlines, ground handlers, concessionaires, food purveyors 
and many Federal agencies, including the TSA, U.S. Customs and 
Border Protection, the Federal Aviation Administration, the FBI, 
the U.S. Secret Service and the U.S. Postal Service. 

The TSA is responsible for ensuring that all U.S. commercial air- 
ports are in compliance with security regulations. These regula- 
tions clearly outline airport and airport user requirements for con- 
ducting criminal history record checks for all individuals seeking 
unescorted access within Security Identification Display Areas, 
commonly referred to as the SIDA at all airports. All individuals 
must undergo fingerprint base checks to identify whether or not 
they have committed one or more of the 37 disqualifying crimes 
listed within the regulation. Airport employees collect the finger- 
prints while the FBI compares the prints to its extensive data base, 
and 0PM then transmits the results back to the airport. 

If an individual is found to have been convicted of a disqualifying 
crime, the individual must provide the airport with proof of adju- 
dication. If the individual cannot comply, she will not be granted 
unescorted access authority. In addition, airport employees, like 
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passengers, are regularly vetted against the TSA watch list. If an 
employee name is matched, the Department of Aviation works in 
coordination with Las Vegas Metropolitan Police Department, 
METRO, the TSA and the FBI to remove the individual from the 
facility and allow the Federal agencies to take appropriate actions. 

The subcommittee should appreciate that the procedures outlined 
above are the minimum TSA requirements. Beyond the Federal 
regulation, airports may have additional local and State regula- 
tions to which they must adhere, or may voluntarily establish addi- 
tional employee vetting processes. The Department of Aviation first 
requires individuals to submit to a local traffic wants and warrants 
check and a check for the National NCIC data base. As employee 
badges expire and must be renewed, we again require individuals 
to submit to these checks. These processes promote the Depart- 
ment’s philosophy, which is a layered approach to ensuring the in- 
tegrity of our security program. Further, even if an individual is 
not seeking employment within McCarran’s SIDA or sterile areas, 
rather only public areas, the Department still requires them to un- 
dergo the same fingerprint based criminal history records check. 

At McCarran, we understand that we are an entry point into the 
national civil aviation system, while also a first line of defense. Ac- 
cordingly, TSA readily approves our security policies and proce- 
dures, as they are developed in concert with our acting TSA Fed- 
eral Security Director, Mr. Jose Ralls, and his staff. 

The Department of Aviation does not act alone in promoting 
aviation security at McCarran. We do so in the spirit of commu- 
nication, coordination and cooperation with the TSA and METRO. 
The key is, when it comes to security, none of the local parties acts 
alone. All decisions are made collectively and no protocols are im- 
plemented prior to all parties being consulted, thereby leading to 
consensus. 

While the Department knows what options and plans are most 
effective for McCarran’s users and facilities, enough attention can- 
not be paid to how critical the local security and law enforcement 
relationship is between the parties. 

Mr. Chairman, in the almost 5 years after September 11, 2001, 
we have seen significant improvements to aviation security. We 
should not forget that aviation security is a matter of national se- 
curity, and that individuals, businesses, local and State govern- 
ments, and the Federal Government, must all continue to work in 
partnership to protect our citizens and visitors from acts of terror- 
ism. 

Again, we appreciate the leadership of this subcommittee and the 
opportunity to testify today. Thank you. 

[The prepared statement of Ms. Lucini follows:] 
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Before the House Government Reform Committee Subcommittee on 
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Thank you for the opportunity to share with the subcommittee, the views of the Clark 
County Department of Aviation, owner and operator of Las Vegas McCarran 
International Airport, on how we are managing security while ensuring travel and 
tourism. Today, I will focus on procedures in place for employee background checks, 
including Transportation Security Administration (TSA) regulatory requirements and 
how the Department interacts with federal agencies charged with airport security 
oversight. 

Please accept our appreciation to you. Chairman Porter, and to the subcommittee for the 
continued attention Congress is devoting to aviation security. It is now approaching five 
years since the tragic events of September 1 1 , 2001 and we must all do our part to ensure 
that history does not repeat itself 

The role of the airport operator is critical in ensuring the safety and security of the 
national civil aviation system while also ensuring that tourism and commerce is not 
impeded. In 2005, McCarran Inieniational Airport was the gateway to Las Vegas for 
over 44 million passengers and we are on track to exceed that number in 2006. 

Currently, we are the second busiest L'.S. origination and destination airport and the fifth 
busiest U.S. airport by passenger volume. Las Vegas processes more passengers through 
security checkpoints than any other airport in the nation except Los Angeles. 

As the Airport Security Administrator, 1 am responsible for ensuring the security and 
safety of the passengers, employees and the physical structure which is McCarran 
International Airport. As such, and per TSA regulation, the Department must conduct 
criminal history records checks for all individuals prior to their commencing work at 
McCarran. As of today, we have over 18,000 individuals who have successfully passed 
these background checks. The individuals are employees of the Department of Aviation, 
airlines, ground handlers, concessionaires, food purveyors and many federal agencies to 
include the TSA, US Customs and Border Protection, the Federal Aviation 
Administration, the Federal Bureau of Investigation (FBI), the US Secret Service and the 
US Postal Service, 

The TSA is responsible for ensuring that all U.S. commercial airport operators are in 
compliance with U.S. Code 49 Part 1542, which governs airport security. How 
McCarran implements and maintains this regulation is sensitive security infomiation, as 
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outlined in our TSA approved airport security program. What 1 can provide is that Part 
1 542, readily available on the TSA public website and the Federal Register, clearly 
outlines airport and airport user requirements for eonducting criminal histoty record 
checks for all individuals seeking unescorted access within security identification display 
areas (SIDA) at U.S. commercial airports. All individuals must undergo fingerprint 
based checks to identify whether or not individuals have committed one or more of the 
thirty seven disqualifying crimes listed within the regulation. Airport employees collect 
the fingerprints, while the FBI compares the prints to its extensive database and the 
Office of Personnel Management then transmits the results back to the airport operalor. 

If an individual is found to have been convicted of a disqualifying crime, the individual 
must provide the airport operator with proof of adjudication or resolution. If the 
individual cannot comply, she will not be granted unescorted access authority, in 
addition, airport employees, like passengers, are regularly vetted against the TSA watch 
lists. If an employee name is matched, the Department of Aviation works in coordination 
with the Las Vegas Metropolitan Police Department (METRO), the TSA and the FBI to 
remove the individual from the facility and allow the federal agencies to take additional 
and appropriate actions. 

The subcommittee should appreciate that the procedures outlined above are the minimum 
TSA regulatory requireincnts. Beyond the federal regulation, airport operators may have 
additional local and state regulations of which to adhere or may voluntarily establish 
additional employing vetting processes. The Clark County Department of Aviation first 
requires individuals to submit to a local traffic wants and warrants check and a check 
through the national NCIC database. As employee badges expire, and must be renewed, 
we again require individuals to submit to these checks. These processes promote the 
.Department’s philosophy which is a layered approach to ensuring the integrity of our 
airport security program, Further, even if an individual is not seeking employment within 
McCarran’s SIDA or sterile areas, rather only public areas, the Department still requires 
them to undergo the same fingerprint based criminal hislory records check. 

At McCarran, we understand that we are an entry point into the national civil aviation 
system while also a first line of defense. Accordingly. TSA readily approves our security 
policies and procedures, as they are developed in concert with our acting TSA Federal 
Security Director, Jose Ralls, and his staff. And there is the answer for how the Federal 
Government ensures that individuals tasked with conducting background checks are 
following protocol and in compliance; a positive and proactive partnership between the 
airport operator and the local TSA staff 

The Clark County Department of Aviation does not act alone in promoting aviation 
security at McCarran; we do .so in the spirit of communication, coordination and 
cooperation with the TSA and the Metropolitan Police Department or METRO. While 
METRO acts on our behalf in providing law enforcement support of our security 
program, TSA is the regulator charged with ensuring that we are in compliance with Part 
1542. The key is, when it comes to security, none of the local parties acts alone; all 
decisions are made collectively and no protocols are implemented prior to all parties 
being consulted, thereby leading to consensus. While the Department knows what 
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options and plans arc most effective for McCarran’s users and facilities, enough attention 
cannot be paid to how critical the local security and law enforcement relationship is 
between the parties. At a rainimum, it ensures regulatory compliance but more still we 
are confident that every entity is doing all that it can to protect and serve employees and 
passengers. 


Mr. Chairman, in the almost five years after September II, 2001, we have seen 
significant improvements to aviation security. We should not forget that aviation security 
is a matter of national security and that individuals, businesses, local and state 
governments, and the federal government must all continue to work in partnership to 
protect our citizens and visitors from acts of terrorism. 

Again, we appreciate the leadership of this subcommittee and the opportunity to testify 
today. 
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Mr. Porter. Thank you, Dawn, but you forgot something. What 
happens in Vegas stays in Vegas. [Laughter.] 

You just shared a lot of successes that we weren’t supposed to 
tell anybody about, right? 

Ms. Lucini. We like to brag about those types of things, sir. 

Mr. Porter. As you should. Thank you very much. 

Ms. Lucini. Thank you. 

Mr. Porter. I would like to spend a little bit of time, Cathleen, 
with you for a moment. First, in reading the report, page 28, refer- 
ring to background checks, I thought I heard most everyone say 
this afternoon that we are checking everyone. But according to 
your report, we are really not. Can you talk about that a little bit? 

Ms. Berrick. Right. The Aviation and Transportation Security 
Act requires all airport workers to undergo a background investiga- 
tion. V^en we did our work — and it was done at the end of 2004 — 
we found that workers that had escorted access into the restricted 
or the SIDA airport areas, the secure airport areas, were not un- 
dergoing a background investigation. Now, mind you, they were 
being escorted by persons that had those badges and had the back- 
ground investigations conducted, but that was a requirement of the 
Aviation and Transportation Security Act that wasn’t being imple- 
mented. I am not certain whether or not that is still the case today. 
Maybe we could get an update, but that is what we identified in 
our work. 

Mr. Porter. So the individuals that have access without a back- 
ground check are having someone with them. Can you give me an 
example of what that would be? 

Ms. Berrick. Right. It would be, for example, a construction 
worker that’s doing some construction in the secure airport areas 
that would have an airport employee that had undergone the back- 
ground investigation, would escort them back to that area, and 
would be with them while they performed their construction work, 
would be an example. 

Mr. Porter. You also mentioned some perimeter problems. Can 
you talk about that a little bit more specifically? 

Ms. Berrick. When we had done the work, and still today, TSA 
had paid a lot of attention to passenger and checked baggage 
screening, and to a lesser degree they were focused on airport pe- 
rimeter security and access controls. And since then they have 
taken a lot of action. They had done some vulnerability assess- 
ments of airport perimeters and access controls. They hadn’t com- 
pleted all of them when we had done our work. They also had 
started doing inspections of airport security programs to make sure 
airports were complying with security requirements since TSA 
oversees that process. 

We also found that TSA was doing covert testing of airport pe- 
rimeter security in restricted areas. For example, they would go 
through a door into a secure airport area and see if they were chal- 
lenged if they didn’t have a badge. 

So essentially, our message was that they were starting to take 
actions in all these areas, but had previously been focused on pas- 
senger and baggage screening due to many congressional mandates 
related to hiring a Federal work force and deploying explosive de- 
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tection equipment, but they had taken action, and since then have 
taken more action to secure those areas. 

Mr. Porter. You had also pointed out some areas with inspect- 
ing cargo. 

Ms. Derrick. Right. We had issued a report in October 2005 on 
TSA’s role in overseeing our cargo security, and again, the air car- 
riers and the freight forwarders, the organizations that transport 
cargo to the airport to load onto the aircraft have direct operational 
responsibility for securing cargo. TSA oversees that process. 

Essentially what we found was that TSA was doing inspections 
of these air carriers and freight forwarders, but they weren’t really 
using the results of those inspections to identify where the weak- 
nesses were in order to target future inspections. They had dif- 
ficulty identifying to us all the different air carriers and freight for- 
warders that they had inspected, and mind you, there’s thousands 
of freight forwarders. 

We also found that TSA had established exemptions. First of all, 
they established a random inspection program for air cargo because 
they have the position that it is not feasible to inspect 100 percent 
of air cargo because it would impede the flow of commerce, and also 
the technology wasn’t where it needs to be. So they established a 
random inspection program. They did identify some exemptions of 
cargo that could go uninspected. The problem that we identified 
with that was that a lot of shippers knew what those exemptions 
were, so they would package their cargo in a manner that would 
bypass inspection. 

So one of the related recommendations we made in the report 
were that TSA reevaluate these exemptions that they created to 
see to what extent they created security weaknesses, and TSA 
agreed with that recommendation. 

We had also recommended, related to TSA’s inspection program, 
that they use the results of their inspections to target areas that 
should require greater scrutiny, and TSA also agreed with that. 

Mr. Porter. And back again to screening of employees. I think 
you noted in the report that some vendors are not being checked. 
TSA has not addressed the provision that calls for the agency to 
require the airport vendors with direct access to the airfield — so a 
vendor, to me, would be a McDonald’s or some business or other 
folks other than just construction workers. So what the report is 
saying is not just construction workers, there are vendors that are 
not being checked that are there on a daily basis? 

Ms. Derrick. Right. There’s really two restricted areas of the air- 
ports that we’re talking about. One is the sterile area which is be- 
hind the checkpoint inside the airport, and the other is the secure 
area which is out by the aircraft. There are about 900,000 workers 
that have access to the secure area, and about 100,000 that have 
access to the sterile area within the airport. 

TSA physically screens those vendors and other employees that 
are going into the sterile area of the airport. They would go 
through the checkpoint just as passengers would do. They are not 
physically screening those workers that go into the secure airport 
area, those 900,000 workers. TSA’s rationale is that they are con- 
ducting background investigations on these employees that have 
unescorted access. If someone is going back there that has escorted 
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access, they’re being escorted by someone who has undergone a 
background check. 

An impediment that TSA has identified related to physically 
screening all those workers is the time and resources that would 
be required to do that. And then also some of these workers are 
carrying tools and instruments that would set off an alarm and 
make it difficult to physically screen them. So those people aren’t 
physically screened, but again, they’re getting background 
investigations 

Mr. Porter. Excuse me a second. So if you work at a food vendor 
through the security gate, is there a background check done on a 
food vendor or a bookstore employee? 

Ms. Derrick. Yes, they do. 

Mr. Porter. And if they are outside of that area? 

Ms. Derrick. The employees and the vendors that work in the 
sterile airport area, which is inside the airport past the checkpoint, 
undergo a background investigation. They are also physically 
screened through the checkpoint. 

Mr. Porter. So it is two fold. Every day they are screened, but 
also the background check is done. 

Ms. Derrick. That’s correct. 

Mr. Porter. I have some more questions. 

Mr. Davis. 

Mr. Davis of Illinois. Thank you very much, Mr. Chairman. 

Ms. Derrick, does TSA have sufficient resources to staff all of the 
checkpoints in our airports? 

Ms. Derrick. As you know, there’s a congressionally mandated 
cap of 45,000 screeners, and I believe TSA has about 42,000 right 
now. TSA has had some challenges with hiring and retaining 
screeners, and especially a part-time screener or Transportation 
Security Officer work force. Their attrition rate right now overall 
is about 23 percent for Transportation Security Officers. It’s about 
50 percent for part-time Transportation Security Officers, so it’s 
been difficult. Part of that has to do with circumstance. It’s difficult 
to attract a part-time work force because of the pay and the bene- 
fits and the hours. 

TSA is doing things to improve that. For example, when TSA 
first hired over 50,000 Transportation Security Officers, they had 
a very centralized hiring process that wasn’t real responsive, to 
bring people on quickly when they were needed, and that was done 
because they had to hire a lot of workers in a short amount of time. 

Since that time, TSA has given a lot of more flexibility to the air- 
ports related to hiring. They’ve created regional hiring centers, so 
in the past where Federal Security Directors have complained a lot 
about not being able to bring people on quickly, TSA is making 
some changes to address those issues, but TSA is still having the 
challenge of retaining people. 

I’ll also say that TSA recently — well, about a year ago, developed 
a model to try to determine the appropriate allocations among the 
airports, to make sure that they’re staffing appropriately. We have 
an ongoing review right now that’s looking at the assumptions that 
are used in that model. 

Mr. Davis of Illinois. Do you think that training is associated 
with some of the attrition problems that TSA is experiencing? 
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Ms. Berrick. TSA has significantly increased the amount of 
training that it gives screeners. The problem that we have identi- 
fied — and it is almost a cause from some of the attrition problems, 
is with screeners. Federal security directors are identifying that 
screeners or transportation security officers don’t have the time 
available to take the screening that is required, because they are 
busy manning the checkpoints. We surveyed about 263 airports, 
and about half of the Federal Security Directors at those airports 
were saying basically that their Transportation Security Officers 
didn’t have enough time within a regular work day to take train- 
ing. So it’s really another cause when you don’t have adequate 
numbers, potentially don’t have adequate numbers at the check- 
points, training could suffer as a result of that. 

Mr. Davis of Illinois. So the training is being improved. Would 
you say that they are being trained and certified in the latest tech- 
nologies? 

Ms. Berrick. I think — and I’m sure TSA can speak to this as 
well. I think their training program is very robust. They just com- 
pleted a really intensive explosive training where they went out 
and trained over 20,000 Transportation Security Officers on dif- 
ferent components of explosives to learn to detect those. And I do 
think it is robust to have a basic screener training program of 40 
hours classroom, 60 hours on-the-job training. They have a recur- 
rent training requirement of 3 hours a week averaged over a quar- 
ter. They also have a remedial training program. If a screener fails 
a covert test, they are required to go through remedial training, 
and they have so many attempts to pass that. So I would say the 
training is pretty rigorous. 

TSA also has an online learning center where they offer online 
courses for Transportation Security Officers to take. There is a 
problem with that in that not all airports have high-speed Internet 
connectivity, but that is a resource that TSA provides the work 
force. 

Mr. Davis of Illinois. How do the performance of Federal 
screeners compare with those of private screeners? 

Ms. Berrick. We did an analysis of TSA’s covert testing data. 
TSA has an office that does inspections of checkpoints to see to 
what extent they can get prohibited items through. And we looked 
at the period from June 2002 to June 2004, and what I can say in 
a public forum is that they identified witnesses at airports of all 
sizes and all locations and airports with Federal and private sector 
screeners. 

I will say that we found a slight difference. Airports that had pri- 
vate sector screeners performed slightly better on these covert test- 
ing results, but I would caution that is really just an indicator of 
performance, and it really can’t be used to draw overall conclusions 
about which work force is performing better, but the test results 
were slightly better. 

Mr. Davis of Illinois. Were the sizes of the airports compared 
essentially the same? 

Ms. Berrick. There are five airports that have private sector 
screeners, and they’re at the different category level, so it’s a much 
smaller universe that have private sector screeners and that’s one 
of the weakness of the comparison. But there is, for example, San 
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Francisco is a Category X large airport that has private sector 
screeners, so there’s one large Category X airport that’s included 
there. 

Mr. Davis of Illinois. Thank you very much, Mr. Chairman. 

Mr. Porter. I would like to talk about the foreign management, 
whether by private companies or by government owned companies. 
Mr. Jamison, do you know how many of our airports are managed 
either by private investment or a foreign government? 

Mr. Jamison. It’s well less than 1 percent. We have seven air- 
ports that have some form of foreign ownership overseeing some of 
the operations, but there’s only one large airport, one Cat 1 airport 
that has that, the overall operations managed by a foreign entity. 

Mr. Porter. I know the Clark County aviation system, and it is 
operated by the county and a board of directors. These other air- 
ports, the seven or more that you are talking about, are their con- 
tracts then with local government or with the Federal Government? 
Who do they contract with? 

Mr. Jamison. They are contracted with the airport owner. 

Mr. Porter. The airport owner. 

Mr. Jamison. The airport owner in most cases, or they sub- 
contract to another company that’s managing the airport. 

Mr. Porter. What about the background checks of these individ- 
uals that are foreign owned; how are they handled? 

Mr. Jamison. They’re actually regulated and treated the same 
way as all other airport operators, so all of their employees that 
have access to the secured area or have any control in issuing that 
access have to go through the same vetting process from a back- 
ground check standpoint as well as a criminal history records check 
and being bounced up against terrorist data base. 

Mr. Porter. If they are an employee, then they follow the same 
steps is what you are saying. 

Mr. Jamison. Exactly. 

Mr. Porter. So of the seven, are any owned by the governments 
themselves or are they all private? 

Mr. Jamison. I believe they’re all private. I believe they’re all 
large European companies for the most part. 

Mr. Porter. When it comes to airports — I know there are thou- 
sands of them around the country and many are not under the con- 
trol of TSA or the Federal Government — is it based upon receiving 
Federal funds whether there is TSA or DHS oversight, or how does 
that work? 

Mr. Jamison. Actually, it’s not based off the TSA fund. We have 
the ability to so-called Federalize an airport and determine wheth- 
er or not there will be Federal screening regulations put in place, 
and whether or not it will have a Federal screening work force or 
under TSA purview. And that’s largely decided based off risk and 
the size of the airport. So some smaller airports that have very, 
very few flights may not have Federal screeners or be under TSA 
controls. 

Mr. Porter. So if you had an airport in the middle of Iowa or 
middle of Nevada that may not have been inventoried by the Fed- 
eral Government and may be operating without any type of con- 
trols, correct? 
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Mr. Jamison. Well, they have the controls of the general aviation 
controls and the recommendations of the guidelines and the rules 
that are in place for general aviation, but we constantly do a risk 
assessment, evaluate which airport that we bring into that process, 
and before they can enter into the other aviation system, they have 
to undergo certain requirements. So if they’re flying to another air- 
port that enters into the Federal system, they would have to go 
through screening and have all the passengers rescreened prior to 
entering that airport instead of making their connection to another 
flight. 

Mr. Porter. I guess this is more a question for Dawn. Again, 
McCarran is an airport that I know well. I spend every weekend 
at McCarran, and I think that as a rule that it basically knows its 
customer base very well, and that’s, I think, been part of the suc- 
cess for McCarran working with TSA. We know when people are 
going to arrive, and we know who they are, because we do a lot 
of those market surveys. But also having traveled, again, through 
airports every weekend, every airport does things a little bit dif- 
ferently. Is there some advice that you would give these other air- 
ports to help streamline their process? 

Ms. Lucini. I would, again, advocate what I provided in my testi- 
mony earlier. It’s really about local cooperation. The success we’ve 
enjoyed has been done with the TSA and the METRO. Again, we 
are completely dependent on the tourism industry in Las vegas, so 
we have made every effort to assist the TSA in the security proc- 
ess. We are one of nine letter-of-intent airports in the country to 
provide our airport with an in-line EDS screening solution, which 
will create greater efficiencies for the TSA in baggage screening. In 
addition, at the screening checkpoint we have hired contractors — 
they’re called divestors — that help the passengers at the front of 
the checkpoint prior to going through the screening process, to 
speed up, expedite that process and keep the queues moving 
through when we have those large shows that you mentioned ear- 
lier. 

It’s really local partnership. Every airport is unique, and you 
probably heard that many times. It’s incumbent upon the local en- 
tities to work together to decide what will work best for that air- 
port. 

Mr. Porter. You know, there are those that say the economy is 
not thriving, but airports would be an example that the economy 
is coming back stronger than ever. Every airport that I have been 
through is at capacity. What is it that Las Vegas — you mentioned 
the partnership — what are some of the specific things that they 
have done in guiding the movement of tourists through the airport? 

Ms. Lucini. Well, again, we have put together a pre-screening se- 
ries we call TIPS, which are video montages, if you will, that help 
passengers get ready for the screening process prior to entering the 
checkpoint. The foundation of that was laid before I arrived. I be- 
lieve Mr. Blair, who’s with us today, was key to that as well, in 
partnership with our director and deputy director of the airport, 
and we worked with the local convention authority to produce those 
videos to help passengers prepare. 

Mr. Porter. If I may interrupt, for the audience, share what 
some of those are. 
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Ms. Lucini. Well, for example, we’ll have Carrot Top, the come- 
dian, go through with the oversize bag through the magnetometer, 
and he falls backward, too heavy of a bag and it’s oversize, can’t 
get through. We have a lot of travelers that don’t fly but once a 
year, and that’s to Las Vegas and out of Las Vegas, and they like 
to go shopping. So that’s one example, and we also have some other 
local celebrities that give key travel tips, you know, don’t wrap 
your gifts at the holiday season and bring them through the check- 
points, just to make it a smoother process for everybody. 

Another thing that also helps is, as you know, today before our 
system goes in-line for our EDS baggage screening system, the 
EDS machines are currently in front of the ticketing counters. 
Something that we’ve worked to expand in recent years are the use 
of self-serve kiosks. It’s a common use platform so you can go to 
one of these kiosks, and all of our airlines are currently on that 
kiosk, and if you’re not checking baggage you can use that kiosk. 
And it’s not in the ticketing counter, it’s up at the checkpoint level 
throughout the facility, so it reduces those queues so we don’t have 
long lines out to the departures curb, the arrivals curb, and we 
really help with crowd control and keep the flow through the air- 
port so we protect everybody, because there are security concerns 
in front of the checkpoint as well as beyond. 

Mr. Porter. What would the average wait time be at McCarran 
to get through security? 

Ms. Lucini. The average wait time, well, we can go from, you 
know, 5 minutes depending if you’re at one checkpoint, and we like 
to at our busiest times to say you’re going to get through in around 
15 minutes. We always hope for 10 minutes, but we work very well 
with the TSA — we know that there’s a long line at ticketing, and 
we call the TSA and they make best efforts to open additional lanes 
to get through. So we know when those big shows and conventions 
are coming, and the Department of Aviation actually brings on 
staff to help with crowd control and line monitoring, plus our 
divestors, and the TSA will reallocate their shifts and the staffing 
per shift to accommodate those crowds when we know they’re com- 
ing. 

And we provide monthly the list of conventions and shows com- 
ing so we’re all planned and staffed accordingly in advance. 

Mr. Porter. I recall one time that McCarran was considering de- 
signing your own baskets for travelers to put items in a basket. Are 
you still working on that? 

Ms. Lucini. That may have been the case, sir, that was before 
I came to McCarran, which was in June of last year. I think right 
now we are pleased overall with the current system, but we refine 
it as necessary and from time to time. 

Mr. Porter. Thank you for letting me put you on the spot. 

Ms. Lucini. That’s OK. 

Mr. Porter. Congresswoman, comments? 

Ms. Schmidt. I have first a question regarding going through se- 
curity. In the case of women sometimes, we are wearing apparel 
that doesn’t allow us to take off our jackets, and yet sometimes 
they are very insistent that we do take off our jackets, and put us 
into a holding place for a more intensive search. What is the impor- 
tance of having to take — I mean, for instance, I could not take off 
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this jacket to go through a metal detector. What is the importance 
of that? Shouldn’t the metal detector pick up anything that would 
be suspicious on us? 

Ms. Lucini. I’ve enjoyed that same experience myself, and I’ll 
ask Mr. Jamison to answer that question. 

Mr. Jamison. Sure, I’ll be happy to reply. It is an SOP put in 
place strictly for detection of explosives, so it’s another layer of se- 
curity to make sure you’re not concealing something on your body 
that is not detectible through the metal detector that might be an 
explosive. 

Ms. Schmidt. May I have a followup? The problem is that I could 
have something under my blouse as well. I think that — I am not 
talking a coat. I am talking the outfit that I am wearing now, and 
if I were to have flown in today I would not have worn this outfit 
because I couldn’t have taken the jacket off. All I am saying is I 
think you need to look at your guidelines a little bit more as to ap- 
propriate apparel and the robing and disrobing for individuals. 

Mr. Jamison. I absolutely agree with you, and, actually, we are 
undergoing currently an SOP review, that whereas we can give bet- 
ter direction to our TSOs to — given a situation just as you de- 
scribed, where it’s not one-size-fits-all that you have to take off 
every outer garment, and that really, the intent is to try to get the 
detection of explosives. In those cases where you don’t need to re- 
move the garment to do that, we may be able to implement dif- 
ferent standard operating practices. So we’re looking at that very 
carefully, and hope to roll something out very quickly. 

Ms. Schmidt. Thank you. 

Mr. Porter. Mr. Davis. 

Mr. Davis of Illinois. Thank you very much, Mr. Chairman. 

Mr. Jamison, once a screener has been hired, how long does the 
training process take? 

Mr. Jamison. Depending on where they’re going to work, it var- 
ies in length of time. They have about 50 hours of training, general 
training. Then they get specific training in either the checkpoint or 
the baggage area or both, and the training varies depending on 
where you’re at between, I think, a total of 120 hours to 200 hours. 

Mr. Davis of Illinois. The cost for the training would be about 
what? 

Mr. Jamison. I don’t have that figure. I’d be happy to get it back 
to you per employee for the record. I don’t have the exact figure 
for that. 

Mr. Davis of Illinois. There has been concerns over the suffi- 
ciency of our airport security systems, and some people think that 
they would lead to the Federalization of airport screeners. What as- 
surances do we have that a return to private screeners will provide 
any increase safety or better security? 

Mr. Jamison. I agree with Ms. Derrick’s testimony earlier about 
it’s sort of hard to draw conclusions between those two. However, 
I think it’s very important from us as the TSA management stand- 
point to look at both the privatized screening work force, as well 
as the Federalized screening work force and look at best practices 
to pull out to improve the overall level of screening. The mission 
is the same whether or not it’s public or private, is to provide world 
class security to the aviation system, and that’s what we’re about. 
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Mr. Davis of Illinois. Ms. Dillaman, when we do background 
checks, what are we looking for? 

Ms. Dillaman. You’re looking for record information about the 
individual’s conduct or other elements that might make the individ- 
ual susceptible to blackmail, coercion. 

Mr. Davis of Illinois. Of course, criminal background would be 
a part of that. What other kinds of things besides 

Ms. Dillaman. Criminal background? Violent disruptive behav- 
ior, issues of extended debt that might make the individual suscep- 
tible to coercion, fraud in the qualifications process. 

Mr. Davis of Illinois. Do we have information or data relative 
to what percentage of the people who apply get screened out or who 
don’t pass the background check? 

Ms. Dillaman. OPM has information in terms of how many of 
the investigations develop issue information for consideration. But 
the actual screening out of the applicant is done by TSA, and so 
they would be in a better position to report on how many individ- 
uals fail because of the background check. But I can tell you that, 
for example, approximately 11 percent of those we screened have 
criminal history records at the FBI. 

Mr. Davis of Illinois. Mr. Jamison, do you have any 
further 

Mr. Jamison. No, that’s why I want to put the focus on what 
we’ve done to improve that, that process. So over the last year, in 
addition to the process that we go through for FBI checks and the 
OPM checks for employment, we have put in place the ability to 
perpetuate that data base against terrorist watch lists and other 
types of data bases, so we are getting a consistent perpetual vet- 
ting process of all our employees plus employees that have access 
to the SIDA. 

We also put in place improved processes where we’re periodically 
going back and doing a fingerprint-based criminal history records 
check on our TSO employees. 

Mr. Davis of Illinois. Ms. Lucini, would you say that the best 
practices that you all have been able to develop could just about 
fit any normalized airport? 

Ms. Lucini. I hate to say the cliche, sir, that every airport is 
unique, but as a baseline the partnership and that relationship you 
develop will allow improvements in your procedures and processes 
at the airport. So there’s a lot of best practices we’ve established 
that we gladly share with our fellow airports across the country. 
And some of them have adopted it with great success, others have 
tweaked it a bit and it’s worked better for them that way. 

Mr. Davis of Illinois. Thank you very much. 

Thank you, Mr. Chairman. 

Mr. Porter. I have a question about the high speed Internet 
connectivity at some airports. What is the problem? That seems 
like something we could resolve fairly easily. Is it a cost factor, or 
what is the problem? 

Mr. Jamison. There’s been numerous problems. I think budget is 
just one of them, the capability of the contractors and others. But 
I agree with you, it’s been a long time coming, but I can tell you 
we’re on course to have every airport with Hi-SOC capability and 
high-speed Internet capability by the end of the year. 
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We’re also making sure that we strive to give the capability for 
extending the online training center opportunities. It’s web-based 
and you can get to that online training center. It’s very important 
for us to get the Hi-SOC to all of the airports, because it not only 
gives us capability for training, but also gives us ability to pull in- 
formation back into our national data bases. 

Mr. Porter. I would just think that airports would have some 
of the latest technology available if they are of the size that you 
are referring to that would need TSA. I am amazed that it is not 
available. It sounds to me like it hasn’t been a priority but it needs 
to be. So you think by the end of the year? 

Mr. Jamison. By the end of the year 

Mr. Porter. Of this year? 

Mr. Jamison. By the end of this year, quite hopefully by the end 
of this fiscal year, we’re going to have — I know we’re going to have 
the majority of airports, if not all of them, done. It is a priority. 
There’s a lot of issues of making sure that system is secure and 
they have enough protocols that you need to put it in place, were 
some of the challenges, but we’re addressing those, and I agree 
with you it’s a top priority. 

Mr. Porter. Because I understand that even checking passports 
and visa can be a problem because of the lack of technology and 
transmitting information back and forth, so I will look forward to 
that being corrected. 

With workers compensation, and I don’t remember the numbers, 
but we were having a number of employees that were turning in 
workers compensation claims. What’s happening there and what is 
the status? 

Mr. Jamison. We still have a very high claims rate. It has come 
down. We have put a lot of focus on this, establishing a war room 
effort in national headquarters to really address the injury issue. 
I feel like it’s a combination of a lot of issues. It’s a combination 
of work setup in some airports, it’s a combination of training and 
accountability, but we’ve got focused programs everywhere from 
nurse care management to address people that are on workers com- 
pensation to get them back to work, to analyzing the worker setup, 
to looking at the training that we’re doing and really trying to 
track the data and try to get that issue under control. 

It’s a big issue for us, as Ms. Berrick pointed out, work force 
management, hiring, retention, huge issue. We know we got to get 
our work force stable. Injuries are a huge piece of that, and we’ve 
got a lot of focus on it. 

Mr. Porter. What percentage of your work force is out at one 
time on their workers compensation claim? 

Mr. Jamison. The number is highly variable depending on air- 
port, and it’s something that allows us to focus on that. I don’t have 
the exact number. We would be happy to get it back for you for the 
record. 

Mr. Porter. Thank you. And then regarding the explosive detec- 
tion systems and the explosive trace detection, baggage screening 
systems, which of course, improve safety, but also achieve some 
cost savings, and there are a lot of large airports that don’t have 
plans. Is it because of the lack of space, lack of facilities? Why isn’t 
it that a lot of airports are moving forward with that? 
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Mr. Jamison. It’s a combination of several things actually, and 
as my boss testified earlier today, it’s like a complicated math prob- 
lem, depending on the funding issues, but also the layout of the 
airports, whether or not they’ve got the space, the throughput of 
the machines that are available and the requirements. So there’s 
a lot of things that go into that equation. 

We’re scheduled this year in 2006 to deploy 116 EDSs, and we’re 
scheduled to do 90 for 2007. 

Mr. Porter. OK, thank you. 

Mr. Van Hollen, do you have any questions or comments today? 

Mr. Van Hollen. Just a few questions, if I could, Mr. Chairman. 
And we have two hearings going on at the same time, so I apolo- 
gize for being late. 

But I did have a question regarding the watch list process, and 
what mechanism someone can go through if their name is inadvert- 
ently put on the watch list. We heard a number of stories sometime 
ago about various individuals, and Senator Kennedy, I think, was 
detained, as was Congressman John Lewis. There have been a 
number of others, and the two I mentioned are people in positions 
of influence, and even they seemed to have some difficulty just 
going through the process of getting this name off this list for a pe- 
riod of time. 

We get people, who obviously, are not in that kind of position, 
and you can imagine what they feel they have to go through if they 
are wrongfully put on a list. What do you do if you are put on the 
list and there has been a mistake? What process do you go 
through? And has it been effective because my impression is, any- 
way, that we are still not at a place where there is a very clear 
mechanism for removing someone’s name. 

Mr. Jamison. We do have a formal redress process, and you can 
access our redress office by an 800 number and/or the Web site, 
TSA Web site. The data will show you that we have made a lot of 
progress. While the size of the terrorist watch list is ramped up, 
the issues and redress issues are starting to come down, but it’s a 
big focus of ours to make sure we clean up the list, and that we 
actively manage the list. 

TSA is in charge of managing the list. We’re not really in charge 
of nominating the people that are on the list. It’s a big focus for 
us, and secure flight implementation of automating that at a Fed- 
eral level which we’re moving forward rapidly with, will help allevi- 
ate a lot of the administration problems with it. 

Mr. Van Hollen. You, as you said, you sort of are responsible 
for keeping the list, but you don’t put the people on the watch list, 
is that right? 

Mr. Jamison. That’s correct. 

Mr. Van Hollen. So to get somebody off the watch list if they 
have been wrongfully put there, do you have to go back to the 
agency that put them on, is that right? 

Mr. Jamison. We request that the Terrorist Screening Center or 
the nominating agency that has put that on the list. And when we 
have issues or incidents where we think that there may be a prob- 
lem with that, we frequently ask them whether or not the deroga- 
tory information that goes into that process is still valid and 
whether or not they should remain on the list. 
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Mr. Van Hollen. Have the agencies been cooperating with you 
in that process? 

Mr. Jamison. They have, absolutely, absolutely, and the process 
gets better every day. 

Mr. Van Hollen. Thank you, Mr. Chairman. 

Mr. Porter. Congresswoman, additional questions? 

Ms. Schmidt. I believe this is to Mr. Jamison, and I apologize 
if I missed anything, but I had another meeting. In 2004 TSA 
began to work on the Transportation Worker Identification Creden- 
tial [TWIC], an identification card embedded with fingerprints or 
other biometric information to prevent unauthorized access to se- 
cured airport areas. The idea is that workers in airports, seaports, 
and other transportation sectors could use a single identification 
card to access secure areas. TWIC was originally conceived as a 
TSA-run program. However, reports I have received indicate that 
the TWIC program has encountered delays, and contract cost in- 
creases. 

My question is this: what are the next steps for the program? 
And I understand that TWIC is an entirely fee-funded enterprise 
this year and next. If this is correct, will this funding approach 
delay implementation? And finally, how soon can we expect it to be 
implemented? So a three-part question. 

Mr. Jamison. First of all, I agree TWIC has been too long in com- 
ing. We’ve got a committed focused effort for accelerating deploy- 
ment of the Transportation Worker ID Card. We’re currently ap- 
proaching an accelerated parallel rulemaking program, a rule- 
making with the Coast Guard and with TSA, which a primary com- 
ponent of it addresses your question and gives us the ability the 
charge fees in order to fund the program. We reached a milestone 
last week that shows you the commitment to accelerating this pro- 
gram. We put out a request for qualifications for contractors to 
help us deploy the long-term implementation for TWIC, and we an- 
ticipate there will be a lot more announcements, but we’re commit- 
ted to accelerating the deployment and getting out there as quickly 
as possible. 

Ms. Schmidt. Thank you. 

Mr. Davis of Illinois. Just one additional question, Mr. Chair- 
man. 

Mr. Jamison, does TSA have any notion or idea or feel for how 
many airports might want to go private with screeners? 

Mr. Jamison. To answer your question, no, I don’t have a formal 
survey, and I don’t have an indication of that. There have been a 
few rumblings from the field that there’s an interest in more air- 
ports moving to that model, but we have nothing formal in place, 
and that’s really all we have. 

Mr. Derrick. If I could add, Mr. Davis, GAO has done work look- 
ing at a TSA screening partnership program where you have pri- 
vate sector screeners at airports. And we surveyed about 25 air- 
ports and generally the interest doesn’t seem to be out there at this 
point in time, based on the airports we spoke with, and they cited 
a couple of issues. 

One was they wanted to wait and see how this worked out for 
the airports that were using private screeners, kind of a wait and 
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see attitude. Also, some of them identify concerns with liability, if 
there was a terrorist incident, how would that affect them. 

Now, the Department of Homeland Security is granting Safety 
Act coverage to immune contractors from liability and the appro- 
priations law last year protects airports from liability, so I think 
airports are hoping that problem has been solved, but based on 
what we’ve heard it’s basically they want to wait and see how it 
works out for the next year. 

Mr. Davis of Illinois. Thank you very much. 

Thank you, Mr. Chairman. 

Mr. Porter. Mr. Van Hollen, any additional questions? 

Mr. Van Hollen. I didn’t know if anyone else had a comment 
on the watch list issue. I don’t know if the GAO — I know it is not 
part of the scope of this report, but I know you have looked into 
it in the past. 

Mr. Derrick. Right. We have. We actually have an ongoing re- 
view looking at the quality — actually, a process for names getting 
on and off the watch list. As you know, the Department of Justice 
Inspector General had done a pretty comprehensive review of the 
Terrorist Screening Center and their watch list. We’re going to be 
focusing more on the process for getting on and off. Also the re- 
dress process you were talking about, that work is going to be com- 
pleted in August of this year. So we would be happy to brief you 
on that when that’s completed. 

Mr. Van Hollen. Good, thank you. 

Mr. Porter. I am actually going to conclude with a couple of 
questions but first I have a little levity. When my colleague, Mr. 
Davis, mentioned going private, I have never seen so many heads 
turn and look at each partner sitting next to each other at one 
time. [Laughter.] 

It was kind of interesting. If you could see it from this angle, it 
was one of those moments that I talked about earlier, where there 
is a picture in time. Well, everyone kind of went — [laughter] — you 
certainly asked a very good question and I appreciate you asking 
it. 

One of two final questions. Are you all satisfied with the inspec- 
tion of our foreign partners that are managing our airports? Is 
there something else we should be doing? l3o you feel confident 
that we are checking as much as we should in light of the current 
situation in the world? Is there something else we should be doing? 

Mr. Derrick. In terms of GAO, we haven’t specifically looked at 
that issue, so I don’t have anything to add to that. 

Mr. Jamison. I think from TSA’s perspective, it’s like all of the 
other issues that we need to constantly look at, we need to con- 
stantly evaluate the risk, and it’s more of evaluating the risk 
across the different levels of security in the aviation system or at 
an airport, so evaluating SIDA access, evaluating perimeter secu- 
rity, continuing to look at the risk, continuing to provide unpredict- 
ability, and looking at the ownership and the operation and compli- 
ance of that is just one element of that we need to continue to look 
at. 

Mr. Porter. Is there anything else that we can do to empower 
you to do additional background if necessary; anything we can do 
to help you? 
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Mr. Jamison. I think we have the authority that we need. 

Mr. Porter. OK. What do you think from McCarran’s perspec- 
tive? 

Ms. Lucini. Well, I had a list here of — I do have a list of entities 
on airport that are U.S. corporations, majority foreign owned, 
which I believe you have been provided with a copy of that list 
prior, Mr. Chairman. 

But they are, again, subject to the same employee background 
checks that I mentioned in my testimony, and again, there’s been 
some references to perimeter security at McCarran. We are work- 
ing locally with the TSA on regular assessments of our perimeter 
and our security program there. Locally we have decided the De- 
partment of Aviation specifically has decided to make some further 
enhancements to our infrastructure on our perimeter. So taking ad- 
ditional steps in advance of any mandates or requirements. 

And our current access control system, which is, you know, the 
badges are issued to the people that have successfully passed these 
background checks. We are going to be introducing biometrics into 
our access control system. It’s probably going to be about 3 to 5 
years from now, but the tentative foundation is now being laid for 
us to go forward with that program. 

Mr. Porter. Thank you. I firmly believe that we are safer today 
than we were yesterday, and that we are going to be safer tomor- 
row than we are today. I think we still have a long ways to go. 

But I would like to give you one last opportunity, I guess, as a 
subcommittee. Normally we ask you a lot of questions, but I would 
like to know if there are any other things that we should be doing 
as a Congress to help make our travelers safer. This is an oppor- 
tunity if you have any thoughts for us, we will pass onto our col- 
leagues. Anything you think in your investigation, Cathleen? 

Mr. Berrick. I think based on the work that GAO has done, I 
would just stress the importance of using risk-based decision- 
making, knowing that it’s impossible to secure everything in com- 
mercial aviation, really stressing that TSA needs to consider threat 
vulnerability and consequence in making decisions, not just within 
aviation but across all modes of transportation for which they’re re- 
sponsible, and we’ve reported that TSA has done this to a great ex- 
tent. We think there is room for further improvement in that area. 

Mr. Porter. Thank you. 

Ms. Dillaman. 

Ms. Dillaman. No, sir. I think 0PM and TSA have an excellent 
relationship, and we’ve worked hard to develop a system that cross- 
checks and makes sure that people don’t fall through the cracks. 

Mr. Porter. Mr. Jamison. 

Mr. Jamison. Actually, again, I would concur with Ms. Berrick, 
that I believe that — the focus on being risk-based. It’s something 
that we’re really trying to do, make all of our decisions based off 
of risk, and our prohibited items decisions have been driven by 
that. 

So continued recognition of that and focus on that is a huge issue 
for us at TSA, so we appreciate the committee’s interest in that 
and cooperation. 

Mr. Porter. Anything else? 
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Ms. Lucini. I echo Ms. Berrick’s comments and add that TSA, 
from the headquarters level, I would promote that they continue 
even more local autonomy be given to the Federal Security Direc- 
tors to work with the airport operator and other agencies locally to 
develop the best solution for that airport. 

Mr. Porter. Based upon the current structure of management, 
let’s just say there was a crisis today at one of our airports or 
somewhere in the country. Is there a clear, defined management 
role of different agencies, who is in charge of what? We are com- 
fortable with that? 

Ms. Lucini. Yes, sir. We have an airport security program, which 
is a requirement as we operate under a TSA regulation that clearly 
identifies procedures we take for our security program, as well as 
an airport emergency program, which is in compliance with the 
Federal Aviation Administration regulation, which also outlines a 
chain of command, if you will, incident command, and the other 
agencies we work with in the event of an emergency of security 
event. 

Mr. Porter. Mr. Jamison, you feel the same, that there is a clear 
and defined role for all of these agencies? 

Mr. Jamison. Well, I mean, there is, and I think that Federal Se- 
curity Directors play a key role in the monitoring of compliance 
with that airport security plan, as you pointed out, and also plays 
a key role as a principal Federal official for transportation security 
at the local level, so coordination and making sure that everybody’s 
involved and knows their roles and response is a key role that we 
probably take on. 

Mr. Porter. Ms. Dillaman. 

Ms. Dillaman. I believe our roles and responsibilities are clear. 
At the same time, I think we’re flexible enough that should a new 
need arise, we can respond to it. 

Mr. Porter. Thank you. Ms. Berrick. 

Mr. Berrick. GAO actually did a study of this as well. Federal 
Security Directors’ roles and authorities at airports. And we found 
that the partnerships were generally working very well despite 
some additional difficulties, and FSDs were doing a very good job 
establishing partnerships with key airport stakeholders including 
local law enforcement and the airport authority. 

We did identify one area for improvement, that TSA could help 
the process by clarifying the FSD’s authority related to other stake- 
holders. We did hear from some airports that in the event of a se- 
curity incident, sometimes there was confusion regarding the FSD’s 
authority, and TSA agree with that recommendation and was mak- 
ing some changes to try to communicate that to stakeholders. But 
overall it was very positive in terms of the Federal Security Direc- 
tor’s relationship with other airport stakeholders. 

Mr. Porter. Thank you. 

Any additional questions from the panel? 

[No response.] 

Mr. Porter. Appreciate you all being here today, and know that 
Members have additional questions possibly. They will submit 
them and will be entered for the record. I just want to make sure 
that when we wake up tomorrow that there is not a crisis some- 
place and it is something we have missed. So keep that in mind. 
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and I know you do. But also I have learned that many of the hest 
ideas come outside of the box, so don’t hesitate to give us some 
ideas. 

Thank you all for being here, and we will adjourn the meeting. 
[Whereupon, at 3:20 p.m., the subcommittee was adjourned.] 
[Additional information submitted for the hearing record follows:] 
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Cliairman Porter, Ranking Member Davis, distinguished members of the Subcommittee, I 
would like to thank the Subcommittee for the opportunity to comment on personnel issues at 
Customs and Border Protection affecting airport security. 

As President of the National Treasury Employees Union (NTEU), I have the honor of 
leading a union that represents over 150,000 federal employees, including over 12,000 Customs 
employees, who work at seaports, land crossings and airports. The creation of the Department of 
Homeland Security (DHS) has moved the issue of the role of federal employees in airport 
security and their need for adequate pay and staffing Icvcks to the forefront of the national 
agenda. 1 commend you, Mr. Chairman, for holding this miponant hearing. 

A.s members of this committee are aware, on March 1 . 2003, the Bureau of Customs and 
Border Protection (CBP) became an official agency of the DIIS. The CBP combines over 
42,000 federal employees from the Customs Service, the Immigration and Naturalization Service 
(INS'), Border Patrol and Agriculture Department. The focus of this front-line law enforcement 
bureau is the movement of goods and people across our borders and to prevent illegal entry into 
the U.S. of people or goods at or between ports-of-entiy while facilitating the movement of 
legitimate trade and international travel. I wish to addres.s three aspect.s of Customs and Border 
Protection employees at airports. 

CBP Understaffing at Airports 

First let me comment on the severe security risks our nation takes by undcrsiaffing. 
Customs and Border Protection has two overarching and sometimes conflicting goals: increasing 
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security while facilitating trade and travel. NTEU has noted the diminution of secondary 
inspection in favor of passenger facilitation at primary in.spcction since the creation of tlie 
Department of Homeland Security, Why has there been this decrease in sccondaiy inspections? 
NTEU believes that it is because of a decrease in CBP staffing levels. According to GAO-05- 
663: International Air Pa ss emrers Staffing Model for Airport I nspe ctions Personnel Can B e 
I mproved. July 2005, there is much evidence that airports arc experiencing staffing shortages. 
This report was prepared at the request of the Subcommittee on Immigration, Border Security 
and Claims, Committee on Judiciary. 

There has been expressed to NTEU ami Congrcs.s considerable concern about clearing 
international passengers within 45 minutes which is being done at the expense of specialized 
secondary inspection. Prior to 9/1 1 there was a law on the books requiring INS to process 
incoming international passengers within 45 minutes. The Enhanced Border Security and Visa 
Protection Act of 2002 repealed the 45 minute standard, however “it added a provision 
specifying that staffing levels estimated by CBP in workforce models be based upon the goal of 
providing immigration services within 45 minutes (page 12-1.3),” 

On pages 16-19, GAO states “The number of CBP staff available to perform primary 
inspections is also a primary factor that affects wail times at airports... (Note: the number oFC'BP 
officers at individual airports is considered security sensitive information).... For example, CBP 
and airline officials in Houston stated that the increase in the number of inspection stations at 
George Bush Intercontinental Airport, in combination with the addition of new CBP officers has 
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reduced passenger wait limes. . .However, the benefit of adding inspection stations has been 
limited because, as of June 2003, CBP has not increased staffing levels.” 

Regarding the building of new inspection station, CtAO states, “Airport and airline 
officials said that these projects were planned, fiindcd, and completed with the expectation that 
CBP would increase staff for the new facilities as passenger volume increased. However, CBP 
officials stated that the agency is not legally or contractually required to allocate new staff when 
inspection facilities are constructed or expanded and the agency is to make no commitment 
implicitly or explicitly regarding the future staffing levels in approving new inspection facility 
design proposals, (page 21) 

The report states that “CBP does not systematically assess the number of staff required to 
accomplish its mission at ports or aiiporls nationwide or a.ssuro that officers are allocated to 
airports with the greatest need. . .CPB is developing a staffing model. . .however the new 
model... will not be used to assess optimal level of staff to ensure security while facilitating 
travel at individual port and port facilities, including airports. CBP officials told us that 
because... it is unlikely that additional inspection personnel will be forthcoming in the current 
budget climate. . .CBP’s planned model is to determine which ports have positions that can be 
relocated to other ports through attrition; efforts to assess optimal staff levels would not be useful 
in the current budget environment.” (pages 25-29) 

GAO observes that by “not identifying optimal staffing levels prevent CBP from 
performing workforce gap analyses, which could be used to Justify budget and staffing 
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requests,” This is information Congress needs in order to perfonn its oversight and 
appropriations function. C8P states that “absent additional resources, the only way to address 
these gaps would be to relocate officers... this is nota viable solution because ofthe costs 
associated with relocating CBP officers.” (page 29) 

So, instead of seeking additional resources from Congress to perform their priority 
mission, "CBP officials stated that they have not assessed overall staffing needs across ports or 
airports and do not plan to do so with the propo.sed model because they do not expect to receive 
any additional resources given the current budget climate.” (page 28) 

Finally. CBP has not met the original deadline of April 2005 for completing the proposed 
staffing model. It may be worthwhile for Congress to intervene at this point and seek CBP to 
include overall staffing needs in this model or some oversight in reviewing how CBP is 
conducting staff allocations. 

LAW ENFORCEMENT STATUS 

Second, let me address the issue of law enforcement officer status for CBP officers. 
Within the CBP there are two clas.ses of federal employees, those with law enforcement officer 
status and its benefits and those without. Unfortunately, Customs Inspcctore, Canine 
Enforcement Officers and INS Officers fall into the latter class and are therefore being denied 
the benefits given to other federal employees in the CBP who they work with at 307 ports-of- 
ciitry across the country including every international airport. 
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A remedy to this situation exists in an important piece of legislation involving the 
(Jeftnition of law enforcement officer introduced in this Congress - HR 1002-The Law 
finforcement Officers Equity Act of 2005. NTEU strongly supports this bipartisan legislation 
introduced by Representatives Bob Filner (CA) and John McHugh (NY). This legislation would 
include CBP Officers along with those with a limited number of others with similar duties in 
other federal agencies as law enforcement officers for the purpose of 20-year retirement. As i 
will describe in greater detail in the remaining portions of my testimony, the record will clearly 
support the inclusion of all those employees under the early retirement provisions for federal law 
enforcemem officers. 


HISTORY OF KEDERAL LAW ENyORCE.MENT OFFICER STATUS 

To better understand why it is so important to include C.'BP Officers as law enforcemenl 
officers you need to look at the history of providing special retirement provisions for federal law 
enforcement officers which dates back to 1947, when such benefits were given to agents at the 
Federal Bureau of Investigation. These retirement provisions were expanded in 1948 to cover 
any officer or employee whose duties arc primarily the investigation, apprehension, or detention 
of pensons suspected or convicted of offenses against the criminal laws of the United States. 
Title 5 U.S.C. section 8336 (c)( 1 ) allows law enforcement officers who fall under this definition 
to retire from the federal government at age 50 after 20 years of serv'ice. The law was amended 
in 1972 to include firefighters. Congress htis found that the work of federal law enforcement 
officers and firefighters is extremely physically demanding - far more taxing and dangerous 
than most jobs in the federal government. Further, Congress believed that the public interest is 
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served when these jobs are held by younger men and women capable of meeting the intense 
physical demands ofsuch difficult work. 

NTEU believes that CBP Officers should receive the same twenty-year retirement option 
as other law enforcement officers. Every day, the men and women who hold these jobs face 
enormous physical challenges and constant stress. Their job duties regularly expose them to the 
threat of injury or even death. This is dangerous work with real and unrelenting hazards. For the 
safety of these officers and for the sake of the public they serve, NTEU believes that a twenty- 
year retirement option as included in HR 1002 is W'isc public policy. 

MISSIONS OF CBP 

CBP Officers remain a front line law enforcement agency, with the primary missions of 
stopping terrorism and the flow of illegal drugs into the United States. They enforce federal 
criminal laws and seize fttgitives w'ho arc subject to state and federal warrants and are 
responsible for stopping sophisticated and dangerous - narcotics smugglers, international 
money-laundorers, arms smugglers, terrorists, and fugitives from justice who pose .serious threats 
to the United States, Customs inspectors use a variety of investigative tools to perform their 
duties, including aircraft and personal searches and direct intorrogation. They search aircraft, 
travelers and baggage for violations of civil and criminal laws at every international airport. The 
inspectional ranks of Customs continue to .seize more illegal narcotics than all other federal 
agencies combined year after year. 

L.4VV ENFORCMENT DUTIES OF CBP EMPLOYEES 
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The work of Customs Inspectors and CEO’s involves substantial physical risks and 
personal danger. According to the FBI’s 2001 Uniform Crime Report, 52 Customs officers w'ere 
assaulted in 2001, 18 of which were assaulted with w'capons such as vehicles, firearms, blunt 
objects or personal weapons. Customs officers also accounted for 52 out of 84 T reasury 
Department officers injured in the line of duty' in 200 1 , nearly 62 percent. In recognition of the 
kind of work they were asked to perform, both the Department of Treasury' and the Customs 
Service included Customs Inspectors and Canine Enforcement Officers as law enforcement 
officers when these statistics were compiled for the 2001 FBI Uniform Crime Report. 

Inspectors and CEOs are currently required to undergo nine weeks of basic training at the 
Federal Law Enforcement Training Center in Glynco, Georgia, in the near future, basic training 
for DUS inspectional personnel is anticipated to increase to 1 5-20 weeks when all DHS 
inspeclional training is integrated into one border inspector curriculum. The current training 
includes criminal law, arrest authority and airest procedures, search and seizure authority and 
techniques, self-defense tactics, frisk and pat-down procedures, handcuffing and take-down 
techniques, anti-terrorism, and firearms use. In addition, all Customs Inspectors and CEOs are 
issued fireanns to protect themselves, their fellow Inspectors, and the public. The decision to 
require firearms was the agency’s necessary response to the constant threat of violence faced by 
Inspectors in the performance of their duties at all ports. Currently, all Customs Inspectors and 
CEOs are required to qualify on a finng range at least three times a year. 


Training i.s a matter of life or death for Customs officers, all of whom must be ready to 
confront armed and hostile travelers and desperate felons and fugitives. Twenty-four Customs 
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Inspectors have been killed in the line of duty. According to the agency, Inspectors and CEOs 
have been shot, stabbed, assaulted with blunt objects and threatened. Terrorists, drug smugglers 
and fugitives do not hesitate to use violence to avoid being caught and arrested. 

Customs Inspectors are also responsible for working with the Treasury Enforcement 
Communications System (TECS), w'hich is connected to the National Crime Index Center 
computer. TECS lists warrants for people who are wanted by federal, state and local law 
enforcement agencies as well all terrorist watch lists. Inspectors are required to seize these 
fugitives, who are wanted for such crimes as murder, robbery or rape, in addition to dnig 
smuggling. Inspectors must detain these fugitives until they arc transported to jail. 

Not many people recognize the sacrifices that Inspectors and Canine Enforcement 
Officers make for the CBP, Their lives arc controlled by their jobs. They rarely work regular 9- 
5 schedules and they have little control over the schedules they do work in any given two-week 
period. Staffing levels are not adequate to meet the needs of most ports, so Inspectors are 
frequently asked to work on their days off or to work beyond their regular shi fts. The constant 
strain of perfomiing dangerous, lifc-lhrcatening work on an irregular and unpredictable .schedule 
has a profound impact on the health and personal lives of many inspectors and CEOs. They 
must maintain control and authority, sometimes for 16 hours a day, knowing that a dangerous 
situation could arise at any moment. 

Finally, and most importantly. Customs Inspectors and Canine Enforcement Officers are 
also the first line of defense against terrorism. Many airports have elaborate anti-terrorist plans 
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in place, and Inspeclors work sidc-by-sidc with Customs Agents, FBI Agents and otlicr police to 
carry out contingency plans. Inspectors take the lead in boarding suspicions flights, searching 
the plane, and looking for stowaw'ays. In these tcn.se situations, fraught with danger, Customs 
Inspectors arc the only enforcement personnel who are not covered by the twenty-year retirement 
provisions of section 8336(c)(1) ofTitle 5. . . 

COST A.NAI.YSIS 

One of the arguments that has been used in the past to deny granting early retirement to 
these officers is the cost. There is no doubt that extending law' enforcement officer status to 
additional federal employees will involve substantial costs. NTEU strongly believes that the 
co.sts arc easily outweighed by the benefits to the officers, their families, and the American 
public. No one could reasonably dispute the importance of the work done by these law officers. 

Given the significance of these jobs, it is vitally important for Customs to be competitive 
with other state and local law enforcement agencies in the recruitment and retention of first-rate 
personnel. Yet we know that the combination of low starting salaries and second-rate retirement 
benefits does not always attract the best candidates for these difficult, dangerous and essential 
jobs. Recruitment and retention of capable personnel was a preeminent consideration behind 
Congress’ establishment of the twenty-year retirement option for other law enforcement officers 
and firefighters. NTBU believes the same compelling reason exists here. 

Newer hires to CBP are highly susceptible to the pull of twenty-year retirement benefits 
and higher salaries offered by state and local law enforcement agencies. They have received 
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costly training and on-the-job experience within CBP, but they know they deserve to be 
rcw'ardcd for the dangers and risks they are exposed to every day. All too often, talented young 
officers treat Customs as a stepping-stone to other law enforcement agencies with more generous 
retirement bene fits. One only has to look at the number of Customs personnel lost to the Air 
Marshal program during the last few years because of the benefit of twenty-year retirement. 

When this occurs, botli CBP and the wars on terrorism and drugs suffer as a result. 

While NTEU believes that the benefits of a twenty-year retirement clearly outweigh the 
costs, there are certainly ways to case the financial burden to these agencies and the taxpayers. 
These options include a phase-in period for the retirement eligibility, or the mandatory retirement 
age. The Subcommittees could devise a twenty-year retirement package for CBP much like that 
received by Members of Congress and air traffic controllers, who also benefit from a twenty-year 
retirement. 

ONE FACE A1 THE BORDER 


In 2003, the Department of Homeland Security (DHS) announced the creation of a new 
Customs and Border Protection Officer (CBPO) position and the “One Face at the Border " 
initiative. Under this plan, a new position, the CBPO, would combine the duties of legacy 
inspectors from Customs, the Immigration and Nationalization Service (INS) and the Animal and 
Plant Health Inspection Service (APHIS) into a single front-line border security position. This is 
being pul into effect at all international airports. 
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Essentially, the "One Face at the Border” inhiative was aimed at unifying the inspection 
process that travelers entering the United States have to go through. Instead of making three 
stops “ an Immigration Inspector, a Customs Inspector and an Agriculture Inspector -- travelers 
would meet with a single primary inspections officer who was specially trained to do the job of 
all three. 

Unfortunately, this has not been the case. Combining the border protection 
responsibilities that were held by three highly-skilled specialists into a “super inspector” has 
severely undermined cffcclivcncss at CBP. 

Until 2003, each of the job responsibilities lhal were held by three legacy inspection 
agencies was highly specialized and distinct. DUS created the CBPO position with the 
assumption that the basic skill sets for legacy Customs and INS inspectors are similar. They are 
not. 


Prior to the creation of the CPBO position, legacy Customs inspectors received 9 to 12 
weeks of intensive basic training on Customs Service rules and regulations alone. Now, new 
CBPOs receive only 14 weeks of training for all Customs, INS and APHIS rules and regulations 
Transitioning CBPOs receive no new intensive cross-training, but instead are given a CD-ROM 
and on-the-job training. This may work as far as primary inspections are concerned. However, 
it is in secondary inspections where expertise is needed. When faced with a complicated VISA 
ontiy or customs situation at an airport or land border primary inspection station, there is now a 
lack of expertise and training to perform an intensive secondary inspection where experienced 
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legacy INS and Ciistoms inspectors could in the past make a determination as to the validity of a 
particular document or cargo manifest. 

Consolidating these three organizations has caused logistical and institutional 
chaos and has taken attention away from critical homeland security priorities, it is true that all 
three of these organizations deal with front line border and port security, but they do so in very 
different capacities. 

NTBU members, working on the frontline of border security, know that, as currently 
implemented, the “One face at the Border” initiative is not achieving the national security 
mission envisioned by its authors. At a minimum, a detailed, independent review of the “One 
face at the Border” initiative must be done. I would recommend legislation requiring such a 
review. 


CONCLUSION 

NTEU is convinced that CBP Officers should receive the same early retirement benefits 
as those enjoyed by other federal law enforcement personnel. When law enforcement officers 
from different agencies join forces on a drug raid or to .search a plane for criminals. Customs 
officers are often the only law officers on the scene who are not eligible for early retirement. 
They all face the same dangers and the risk of death or injury, but they don’t all have the same 
rights and benefits. We also believe that adequate staffing is essential if we are to have the 
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security at our airports we all expect and that the “Otic Face at the Border” initiative is deeply 


flawed. 


CBP officers pul their lives on the line every day to serve the American people. The 
work they do is as dangerous as it is important. In the course of fighting the wars on terrorism 
and drugs, these men and women have been beaten, kicked, stabbed, and dragged; some have 
been killed, 'f hey are part of the family of law enforcement officers across this nation who put 
themselves in harms way to uphold the laws passed by this Congress. They are subject to the 
same dangers, meet the same rigorous job standards, and rely on the same inve,stigativc skills and 
techniques as other law enforcement officers who enjoy lire benefits of twenty-year retirement. 
Common sense demands an end to this inequity. 

Thank you for the opportunity to be here today on behalf of NTEU and its 155,000 
members to discuss these extremely important federal employee issues. 
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The Honorable Jon Christopher Porter 
Chairman 

Subcommittee on Federal Workforce and Agency Organization 
Committee on Government Reform 
U.S. House of Representatives 
Washington, D.C. 20515 

Dear Mr. Chairman: 

Thank you for your interest in U.S. Customs and Border Protection (CBP) and 
our efforts to appropriately staff our nation's borders and ports of entry. In 
response to your request. I am pleased to provide information on our current 
staffing levels, as well as our hiring process. Our staffing levels and rigorous 
hiring process ensure that CBP completes our primary mission of securing the 
American public against terrorists and the instruments of terror. 

As Amerioa's frontline, GBP serves as the guardians of our border. Nationvi/ide, 
more than 18,000 CBP Officers process incoming people and cargo at more than 
300 ports of entry. On the average day, these men and women process 1 .1 
million passengers, half of which are typically aliens, and deny admission to 868 
non-citizens. The cargo numbers are also staggering, with an average of 
approximately 70,000 truck, rail, and sea containers screened daily. Each day, 
CBP collects just over $81 million in fees, duties, and tariffs, and seizes roughly 
5,500 pounds of narcotics. 

The unification of the inspection functions from three legacy agencies in three 
different Cabinet Departments into a single CBP Officer position has significantly 
increased our efficiency at airports and other ports of entry. Nonetheless, CBP 
has maintained Itie specialized skills of the tfiree legancy areas. For example, 
CBP has created the new position of Agriculture Specialist to aid our CBP 
Officers in protecting American agriculture interests from introduced threats such 
as harmful pests and diseases. 

Between our established ports of entry, more than 11,000 Border Patrol Agents 
apprehend an average of 3,000 people each day trying to enter our country 
lllsgaliy, in addition to patrolling 6,900 miles of land border, the Border Patrol 
operates 33 interior checkpoints, providing a layered defense against illegal 
entry. 
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To accomplish these results, CBP has an extraordinary workforce, A quality 
recruiting process is used to ensure that a large pool of candidates can be 
reduced to a group of outstanding, qualified candidates. After rigorous testing 
and interviewing, tentatively selected candidates undergo an intensive 
background investigation. Integrity assurance is a requirement for all CBP 
employees. After the extensive initial investigation, all CBP employees are 
subject to periodic reviews and investigations of any complaints filed against 
them. Working with U.S. Immigration and Customs Enforcement, the CBP Office 
of Management inspections and Integrity Assurance ensures that all CBP 
employees are held to the highest standards. These standards allow us to serve 
the American public with vigilance, integrity, and professionalism. 

Training is also a critical factor in insuring the quality of CBP's workforce. Border 
Patrol Agents attend 20 weeks of training at the Border Patrol Academy in 
Artesia, New Mexico, while CBP Officers attend 16 weeks of training at toe 
Federal Law Enforcement Training Center in Glynco, GA. Both CBP Officers and 
Border Patrol Agents continue with on-lha-job training and advanced training at 
regional and headquarters locations. All training programs are coordinated and 
continually reevaluated by CBP's Office of Training and Development. 

CBP continuously monitors staffing levels. Everyday, more than 230,000 
passengers are processed by CBP Officers at our Nation’s international airports. 
Our current staffing levels enable us to maintain an average wait time of 32 
minutes for primary inspection. CBP continualiy looks for ways to expedite the 
processing of law-abiding travelers, while targeting potential smugglers, 
terrorists, and illegal immigrants. 

To this end, we are developing two model airports at George Bush 
Intercontinental Airport in Houston, TX, and Dulles International Airport, in Dulies, 
VA. These model airports will enable CBP to continue refining the mix of human 
and technological resources; thereby maximizing our effectiveness. In a similar 
exercise on our borders, the Secure Border Initiative is pursuing the appropriate 
mix of personnel, technology, infrastructure, as well as manned and unmanned 
air support to best gain operational control of our land borders. 

Across our operations, CBP recognizes that the flow of legitimate visitors and 
goods to the United States is vital to our economy. We steadfastly enforce the 
laws of the United States, while fostering economic security through lawful 
international trade and travel. Our men and women are among the most highly 
trained and respected in law enforcement, and are the most important too! we 
have to pursue our oriticai mission. 
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CBP is grateful for the support provided by the Congress for recent budget 
requests, ar\d we look forward to working with Gongreas in the future to secure 
the American homeland at and beyond our borders. 

If we may offer further assistance, please contact me at (202) 344-1760. 

Sincerely, 


Thaddeus M. Bingel 
^Assistant Gommissioner 
Office of Congressional Affairs. 
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